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WARRANTY AND ASSISTANCE

This equipment is warranted by CAMPBELL SCIENTIFIC (CANADA) CORP. ("CSC") to
be free from defects in materials and workmanship under normal use and service for
twenty-four (24) months from date of shipment unless specified otherwise. *****
Batteries are not warranted. ***** CSC's obligation under this warranty is limited to
repairing or replacing (at CSC's option) defective products. The customer shall assume
all costs of removing, reinstalling, and shipping defective products to CSC. CSC will
return such products by surface carrier prepaid. This warranty shall not apply to any
CSC products which have been subjected to modification, misuse, neglect, accidents of
nature, or shipping damage. This warranty is in lieu of all other warranties, expressed or
implied, including warranties of merchantability or fithess for a particular purpose. CSC
is not liable for special, indirect, incidental, or consequential damages.

Products may not be returned without prior authorization. To obtain a Return
Merchandise Authorization (RMA), contact CAMPBELL SCIENTIFIC (CANADA) CORP.,
at (780) 454-2505. An RMA number will be issued in order to facilitate Repair Personnel
in identifying an instrument upon arrival. Please write this number clearly on the outside
of the shipping container. Include description of symptoms and all pertinent details.

CAMPBELL SCIENTIFIC (CANADA) CORP. does not accept collect calls.

Non-warranty products returned for repair should be accompanied by a purchase order to
cover repair costs.
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IPN3Gb Cellular Modem

1. Introduction

This manual provides information for interfacing the Microhard IPn3Gb
cellular modem to Campbell Scientific dataloggers. Please note that this
manual will focus on the use of the IPn3Gb cellular modem on the Bell, Telus,
and Rogers networks.

The IPn3Gb cellular modem is a high-speed interface optimized for use on the
3G (HSPA+) network. The modem is accessed through the Internet using
TCP/IP communication protocols using a Public IP address (Dynamic or
Static).

The IPn3Gb cellular modem offers two-way communication between a
datalogger (and other devices such as the CC5MPX camera and any computer
with internet access).

2. Cautionary Statements

e Although the IPn3Gb is designed to be a rugged and reliable device for
field use, care should be taken when handling or moving it to avoid
damage.

e There are no user-serviceable parts and any attempt to disassemble the
device will void the warranty.

e Toavoid possible damage an antenna should be connected to the modem
prior to applying power.

3. Initial Inspection

e Upon receipt of the IPn3Gb cellular modem, inspect the packaging
and contents for damage. File any damage claims with the shipping
company. Immediately check package contents against the shipping
documentation. Contact Campbell Scientific about any discrepancies.

e The IPn3Gh is shipped with a L8125 (2.5 mm flat-blade)
screwdriver.



4. Specifications
Supported bands:

Data features:

TX Power:

Current Consumption at 12vdc:

Serial Interface:
Serial Baud Rate:

USB:

UMTS/HSPA FDD Bands [MHz] — Six
band

Band | (2100MHz), Band Il (1900MHz),
Band 1V (1700MHz), Band V (850 MHz),
Band VI (800MHz), Band VII (900MHz)
3GPP Release 7

5.76 Mb/s uplink, 21.1 Mb/s downlink, or
5.76 Mb/s uplink, 7.2 Mb/s downlink

HSDPA cat 14, up to 21.1 Mb/s DL for
LISA-U230

GPRS multi-slot class 125, coding
scheme CS1-CS4, up to 85.6 kb/s DL/UL
EDGE multi-slot class 125, coding
scheme MCS1-MCS9, up to 236.8 kb/s
DL/UL

CSD GSM max 9.6 kb/s

UMTS max 64 kb/s

WCDMA/HSDPA/HSUPA Power Class
e Power Class 3 (24 dBm) for
WCDMA/HSDPA/HSUPA
mode
GSM/GPRS Power Class
e  Power Class 4 (33 dBm) for
GSM/E-GSM bands
e Power Class 1 (30 dBm) for
DCS/PCS bands
Edge Power Class
e Power Class E2 (27 dBm) for
GSM/E-GSM bands
e Power Class E2 (26 dBm) for
DCS/PCS bands

Idle Current:
Without Ethernet Device: 70mA
With Ethernet Device: 85mA

UMTS Active Connection Current:
Average Serial Data: 75mA
Average Ethernet: 94mA

Peak Tx: 275mA

RS-232, RS-485, RS422
300bps to 921kbps
USB 2.0, USB Console Port, USB to

Serial Data Routing, USB to Ethernet
Data Routing



5.

Installation

Ethernet: 10/100 BaseT, Auto — MDI/X, IEEE
802.3
SIM Card: 1.8/3.0v

PPP Characteristics:

Network Protocols:

Dial on Demand, Idle Time

TCP, UDP, TCP/IP, TFTP, ARP, ICMP,
DHCP, HTTP, HTTPS", SSH”, SNMP,
FTP, DNS, Serial over IP, QoS

Management: Local Serial Console, Telnet, WebUI,
SNMP, FTP & Wireless Upgrade,
RADIUS authentication, IPsec VLAN

Diagnostics: Temperature, RSSI, remote diagnostics

Input Voltage: 7 to 30 Vdc

Operating Temperature: -40 to +85°C

Humidty: 5% to 95% non-condensing
Dimensions: 56mm x 97mm x 37mm
Weight: Approximately 245 grams
Antenna(s): Main TX/RX: SMA Female
Connectors: Data: DE-9 Female

What you need:

Ethernet: RJ-45

o Determine coverage at the site for your chosen service provider. Coverage
maps are available on each provider’s website. It is also possible to search
for “Canadian cellular tower maps” for information on tower locations and
possible coverage.

e APublic IP (Dynamic or Static) subscription on the HSPA network.
Service providers tend to have different names or descriptions for these
service add-ons. Below are key terms for each service provider:

o Bell
Public Dynamic IP access
Public Static IP access

o Telus
Dynamic Connect (Public)
Static Connect (Public)



o Rogers
Public Dynamic IP subscription

o Data plan type: “Flex Data for Tablet” — (all 3 service
providers)

NOTE It is recommended to discuss the account types available and
their requirements with your intended Service Provider before
purchasing the IPn3Gb cellular modem.

What you receive from the service provider:

SIM card (standard size)

10-digit Cellular Telephone Number

Access Point Name (APN)

User name

Network Password for use with User Name (optional based on
configuration)

5.1 Base Station Requirements for IPn3Gb Cellular Modem

A PC running Campbell Scientific’s Loggernet or PC400 software, with access
to the Internet.

5.2 Datalogger Site Equipment

IPn3Gb cellular modem
Power Cable - FIN2PWR

Antenna - The antenna chosen for use in your application must be
connected to the “Antenna” connector of the IPNn3Gb cellular modem. Do
not connect the antenna to the Rx Diversity connector.

Datalogger — CR1000, CR3000, CR800 series, CR200X series, and
CR10X.

L18663 Null Modem Cable — required if connecting the modem to the RS-
232 port of a CR1000, CR3000, CR800 series, or CR200X series
dataloggers

L28900 Ethernet Cable — connect the modem Ethernet port to a PC or
other Ethernet device. Commonly used to configure the modem. The
IPn3Gb Ethernet port is auto-sensing so a cross-over cable can also be
used. (optional)

C2809 USB Cable — connect the modem USB port to a PC in order to
configure the modem. (optional)

C2675 IPn3Gb Mount Kit — Used to mount the modem in the datalogger
enclosure with the use of DIN rail and DIN rail adaptors.



e  SC932A Interface — required if connecting the modem to the CS 1/0 port
of a datalogger.

NOTE If you have a black SC12 cable that is not Revl or newer (indicated on cable),
it is a CS 1/O cable and will not work for RS-232. Connect the black SC12
cable between the datalogger and the SC932A. Use a 9pin serial cable or a blue
ribbon cable between the modem and the SC932A

5.3 Configuration
5.3.1 Support Materials

Supporting documentation is available for download from the Campbell
Scientific (Canada) website. If you are configuring the modem via a USB
connection, download and install the USB driver prior to connecting the
modem to your computer:

http://www.campbellsci.ca/19 1 1019

5.3.2 Getting Started

1. SIM card — insert the card in the correct orientation into the slot located on
the front of the modem. You will know the card is properly installed when
you hear the card click into place.

2. Antenna — connect the antenna to the “antenna” jack on the back of the
modem. This should be done prior to applying power.



http://www.campbellsci.ca/19_1_1019

3. Connect the power cable between the Vin & GND terminals on the
modem and the power source.

4. Connect the USB (C2809), Ethernet (L28900) or equivalent Ethernet cable
between the modem and the PC to start the configuration process.

5.3.3 Connecting for Configuration

Note Be sure to allow the modem to warm up before trying to connect.
A minimum warm up time of 2 minutes is recommended.

In order to configure the modem you will need to connect via USB or Ethernet
using a web browser (e.g. Internet Explorer).

5.3.3.1 USB

Note Requires the use of related USB driver and cable.

Enter the following IP address into the navigation bar of the web browser:
192.168.111.1

e Enter User ID and Password
admin/admin
5.3.3.2 Ethernet
o Enter the following IP address into the navigation bar of the web browser:
192.168.0.1

e Enter User ID and Password
admin/admin



5.3.4 Network Provisioning

NOTE

5.3.4.1 Bell

5.3.4.1.1 Static IP

The network provision configurations are specific to the service provider. The
remaining configuration steps are the same for Bell, Telus, or Rogers users.
Details related to Dynamic and Static IP configurations are listed below.

To provision the modem on the service provider network the following
information will need to be entered into the “Config” tab under “Carrier”.
Please note that the guidelines below may not apply in all cases. If you
encounter issues provisioning using the recommendations below, please
contact your service provider for the APN, User Name, and password
requirements for your specific SIM card. Please contact your service provider
for details related to the required APN for dynamic IP accounts.

It is possible to use a Public Static IP with the modem. For static IP accounts,
enter the static IP in “Static I[P Addr”. Please contact your service provider for
details related to the required APN for static IP accounts.

4
\\_\k\%‘\“‘\g ?) 9 f’; :{i‘;",’ ___:
[Syrem | N L] Goms | Gome | use | securty | Frevar | 10 | Aavances | Toor | Logou |
Config

Carriers: @ Automatic © Manual © Fixed

Network Data Mode: @ Automatic © 3G Only ©2G Only

Access Point Name(APN): ]

SIM Pin:

NAT: © Disable @ Enable

PPP Status: © Disable ® Enable

IP-Passthrough: Disable +

Dial-on-Demand: @ Disable © Enable

Idle Timeout(s): 0

Connect Timeout(s): 90

Dialing Max Retries: 0

Authentication Type: chap -

User Name:

Password:

Dial Number: 99T

Static IP Addr: 0000

Use Remote DNS: © Disable © Enable

Connect String: CONNECT

Initialization Strings...

DDNS Config...

e Access Point Name (APN): For example, static.bell.ca
Static APNs differ across Canada; ask Bell service provider for
appropriate APN



e  User Name: 10-digit phone#@static.bell.ca
e  Password: required; ask Bell service provider

e Submit. (Save)

5.3.4.1.2 Dynamic IP

e  Access Point Name (APN): public.bell.ca
Across Canada, the APN for a Dynamic IP is public.bell.ca

e  User Name: 10-digit phone#@public.bell.ca
e  Password: not required

e  Submit. (Save)

5.3.4.2 Telus
5.3.4.2.1 Static IP
e  APN: For example, static.telus.com
Static APNs differ across Canada; ask Telus service provider for
appropriate APN
e  User Name: 10-digit phone#@static.telus.com
e  Password: required; ask Telus service provider

e  Submit. (Save)

5.3.4.2.2 Dynamic IP

e Access Point Name (APN): connect.telus.com
Across Canada, the APN for a Dynamic IP is connect.telus.com

e  User Name: 10-digit phone#@connect.telus.com
e  Password: not required
e  Submit. (Save)

5.3.4.3 Rogers
5.3.4.3.1 Dynamic IP

e APN: vpn.com or internet.com
e User Name: wapuserl

e  Password: wap


mailto:phone#@corp.bell.ca

e  Submit. (Save)

When provision details are saved to the modem, it should provision on the
network. This can be confirmed under System | Summary.

e Active Status = Call in progress or Connected
e Network = Name of service provider
e SIM Card = Ready

Check RSSI value for signal strength. Signal strength should be greater than-
105dBm; the preferred signal strength is greater than -95.

:
010
s 1 019
s O Y 5oy -

" etvor | Gamier | COMT | CoMa | USB | Securiy | Firewal | 10 | Advanced | Tooks | Logeu ]

Summary

Carrier:

Current APN: vpn.com Core Temperature(°C): 38

Activity Status: Call in progress Supply Voltage(V): 13.36

Network: ROGERS IMET: 352237050046350
Home/Roaming: Home IMST: 302720503983905
Cell ID: 0x1FCDEI1 SIM Card: READY

Data Service Type: 3G-WCDMA SIM Number (ICCID): 89302720403059243336
Channel Number: 1037 Phone Number: 19024023162
Frequency Band: 850MHz WAN IP Address: 74.198.24.10
Ec/No (dB): -6 DNS1: 64.71.255.254
RSSI (dBm): -69 DNS2: 64.71.255.253
RSCP (dBm): -69

5.3.5 Dynamic DNS (DDNS)

NOTE

If your modem is configured with a Static IP, skip this step and move on to
Section 5.3.6. If your modem is configured with a Dynamic IP, complete this
step.

In order to complete this step of the configuration, you must sign-up online for
a Dynamic Domain Name System (DDNS) service. Free services are
available, but depending on your application or network size a paid service
may be recommended. An example of how to setup a DDNS service is shown
in Section 5.3.5.1.

Once a DDNS account has been created, proceed with the DDNS
configuration.

e Navigate to the “Config” tab under “Carrier”

o Select “DDNS Config” to expand this configuration option



Initialization Strings...

DNS Config...

Service Name:

Domain:
User Name;

Password:
ICMP Keep Alive Check...

@ Disable © Enable
dyndns.org -
user.dyndns.org

user

Cancel

e  Choose from one of the following providers:

Initialization Strings...
DDNS Config...
DDNS Status:
Service Name:

Domain:
User Name:

Password:

ICMP Keep Alive Check...

@ Disable © Enable

dyndns.org

changeip.com
zoneeditcom
no-ip.com
noip.com
freedns.afraid.org
dnsmax.com
thatip.com

e Enable “DDNS Status”

e Select “Service name” of the provider you have signed up with. Enter
related domain, User 1D, and Password

e  Submit

5.3.5.1 DDNS Example

The following is an example of how to setup a free DDNS service. The steps

listed are specific to this DDNS provider and may not reflect the steps required
to setup a DDNS from a different provider.

e  Of the available DDNS service providers select the one that best
meets your needs. Create an account and login.

10



@ http://www.changeip.com: & ChangelP.com | Dynamic D... =

Favorites  Tools Help

DynamicDNS  §6

LAUNCH SPECIAL Iyear
MONITORED 24/7/365

MULTI SUPPORT

OPTIONS

EmailHost
otal Control | . o....

i FORWARD
- ,Qver l(iu_rD_ma M3 v MONITORED 24/7/365

MULTI SUPPORT
OPTIONS

PR

Take Control Over Your Domains
Domain
Registra

REGISTRATION &
TRANSFER
MONITORED 24/7/365

THE Dynamic DNS Provider 7 MULTI SUPPORT OPTIONS

ChangelP.com has the Dynamic DNS infrastructure with the flexibilty that you need. With upgraded performance,
reliability, redundancy and scalability, we are your BEST choice. Our company philosophy is to allow you total control over
your domains, that's why we give you the flexibility that no one else does. A rock solid dynamic DNS infrastructure and our SSL: s '| 3 9 5

online management tools give you the best control of your internet presence.
GEOTRUST Iyear

e  Select the DNS manager link

‘wuww.changeip.com/accounts/clientarea.php O - @B X ) & ChangelP - Client Area

File Edit View Favorites Tools Help

Welcome Back, Jan

Home My Details My Services My Domain Registrations My Quoles My Invoices My Support My Emails
. K
Client Area Quick Navigation
(&3 Portal Home =
Portal Home > Client Area
{4} Client Area
‘Welcome to our client area where you €an manage your account with us. This page provides a brief overview of your account [ Announcements

including any open support requests and unpaid invoices. Please ensure you keep your contact details up to date
4 Knowledgebase

0 Open Support Tickets 41 Submit Ticket
Submit Ticket € Order
. DNS Manager
Date Subject Status Urgency
Aluuune nuormation
No Records Found Jan Hall

0 Due Invoices jan@campbelisci.ca

Invoice # Due Date Total Balance Status Add Funds

Account Statistics

Number of Products/Services: 0 (0)
) Number of Domains: 0 (0)
Language: | English [=] Number of Support Tickets: 0
Number of Referred Signups: 0
Account Credit Balance: $0.00 USD
Due Invoices Balance: $0.00 USD

— S—— e

No Records Found

e Add an appropriate domain name and choose a suffix from the drop
down list.

e  Click “Add Domain”. If the combination is available the domain will

be added to your account. If the domain is not available select again
until you find a domain.

11



& https://www.changeip.com/accounts/dnsmanager.php

File Edit View Favortes Tooks Help

HOME WHY US? SERVICES SIGN UP! SUPPORT CONTACT ABOUTUS
Home My Details My Services My Domain Registrations My Quotes My Inveices My Support My Emails
DNS Manager Quick Navigation
& Fortal Home =
Portal Home > Domain Management
€39 Client Area
Domains: (1) [ Announcements
Free domain:ipn3gb.ddns.info added to account (A Knowledgebase
View Recent DDNS Updates
Change Offine URL 7 Submt Ticket
My Domain (0) ¢ Order
14 DNS Manager

Free Domains (1)
Account Information

ipn3gb.ddns info
Jan Hall

Add vonr sum dnmain Add Domain

jan@campbellsci.ca
Add free domain ddns.info [=]  Add pomain

() Add Funds
Domain Registrations Account Statistics

Number of Products/Services: 0 {0)
Number of Domains: 0 (0.

REGISTER OR TRANSFER A DOMAIN NOW Nomber of Somareriets o
Number of Referred Signups: 0
Account Credit Balance: $0.00 USD
L = e ot B S0 s
£ =

e Be sure to have the domain, account username, and password details
available so that they can be entered into the modem configuration, as
well as the LoggerNet setup.

o  Enter details into the modem configuration

DDNS Confie...

DDNS Status: © Disable @ Enable
Service Name: changeip.com -
Domain: ipn3gb.ddns.infol

User Name: user

Password: senssese

ICMP Keep Alive Check...

5.3.6 Serial Port Configuration (COM1/COM2)

In order for the modem to communicate with a Campbell Scientific datalogger,
the modem’s serial port must be properly configured. The IPn3Gb has two 9-
pin serial ports. The COM1 (Data) port can be used for either a TCP server or
PPP configuration. The COM2 (Diagnostic) port can only be used for TCP
server configuration. When required, both ports can be used simultaneously to
provide access to two dataloggers or other serial devices.

A PPP configuration is recommended for CR800 series, CR1000, or CR3000
dataloggers, as it allows access to the connected datalogger’s IP functionality

12



NOTE

(e.g. FTP client, Email client, HTTP server, and FTP server). For information

on the PPP configuration procedure, see Section 5.3.8. However, a TCP server
configuration is also possible for use with these dataloggers if IP functionality
is not required.

For any datalogger without an IP stack (e.g. CR200X series or legacy
dataloggers), a TCP server configuration is the only option.

The settings below are applicable to the TCP server configuration. Parameters
which are not specified below, should be left at the default settings.

Under COM1 navigate to the ‘Config’ tab.

Data Baud Rate = 115200 for use with a CR800 series, CR1000, or
CR3000 datalogger (or 9600 for use with a CR200X series or legacy
datalogger)

Character Timeout = 50

No-Connection Data Intake = Disable

Protocol config = TCP server

Local listening port = 6785 (default datalogger PakBus/TCP Service
port)

In order to avoid confusion or unwanted communication, it is recommended to
change this port to match the last 4 digits of the modem’s cellular telephone
number. This must be done in the modem (COM1 & Firewall), the datalogger,
and LoggerNet.

Submit (Save)

13



5.3.7 Firewall

Port Status:

Channel Mode:

Data Baud Rate:

Data Format:

Flow Control:
Pre-Data Delay(ms):
Post-Data Delay(ms):
Data Mode:

Character Timeout:
Maximum Packet Size:
Priority:
No-Connection Data Intake:
Modbus TCP Config..

Data Logging..
Protocol Config:

TCP Server Configuration:
TCP Server Polling Mode:

Multi-polling Timeout(ms):
Local Listening Port:

Incoming Connection Timeout:

| Submit | Cancel |

The firewall controls the incoming and outgoing traffic through the modem

(o)

— ~ e e L 2540
| System | Networi | Carrier [TZH] coM2 | USB | Security | Firewall | 10 | Advanced | Tools [ Logout |

Config

Disable ® Enable
RS232 v
115200 v |
8N1 v
None v
100
100

Seamless ‘® Transparent
50

1024
Normal v

¢ Disable ‘' Enable

TCP Server v

® Monitor - Multi-polling
100

6785
300

based on user-created rules. You must configure the firewall in order to

communicate with the datalogger. In addition, the firewall helps prevent

unauthorized access or data usage. The setup below can be used with all

service providers.

5.3.7.1 Firewall Rules (TCP Server)

Note

This section does not apply to PPP and Ethernet connections or
devices. Refer to Section 5.3.7.2 for details related to PPP and

Ethernet connections.

Y=

This setup can be used with all service providers. The following assumes a RS-
232 or CS I/O connection to modem ‘Data’ port, when using the modem’s TCP
serial server mode.

e Set Firewall Status is set to ‘Enable’. This must be enabled in order to
proceed with the remaining configuration.

e Set WAN request to ‘Block’

e  Click the ‘Apply’ button

14



P R T ] e SR RE T
General
Firewall Status : © Disable © Enable
‘WAN Request : © Block © Allow
LAN to WAN Access Control : © Block @ Allow
Remote Management : © Disable @ Enable

With the Firewall enabled it is possible to define specific traffic that will be
allowed by configuring the destination port, as described in the following steps.

Navigate to the ‘Rules’ tab

e  Enter a name for the rule

e  Configure the ‘Destination PORT’ to match that of the datalogger
(i.e. 6785). This must be the same as the PakBus port and the local

listening port configured in Section 5.3.6.

e Click the‘Add’ button, then click the‘Apply’ button.

a4
e N

Rules

Rule Name: Serial_port
Action: ACCEPT ~
Source Zone: wan ~
Source IP: 000.0/0
Destination Zone: wan ¥
Destination IP: 0.00.0/0
Protocol: TCP ~
Destination PORT: 6785

Default Rule Summary:

ACCEPT connection from WAN to WAN on TCP port 80
ACCEPT connection from WAN to WAN on TCP port 443
ACCEPT connection from LAN to LAN on TCP port 80
ACCEPT connection from LAN to LAN on TCP port 443
ACCEPT connection from LAN to WAN on all

DROP connection from WAN on all

Common Rule Summary:
Serial_port: ACGEPT connection from WAN 0.0.0.0/0 to WAN 0.0.0.0/0 on TGP port 6785 -

5.3.7.2 Port Forwarding (PPP and Ethernet Devices)

If you are using the modem’s serial PPP mode or are connecting to an Ethernet
device (e.g. CC5MPX), Port forwarding rules specifying how to direct
incoming traffic to the device must be created. In the case where there are
multiple devices, or only specific ports need to be passed, port forwarding is
used to forward traffic coming in from the Wide Area Network (WAN) to
specific IP Addresses and ports on the Local Area Network (LAN). The
IPn3Gb looks at each incoming Ethernet packet on the WAN and by using the
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destination port number, determines where it will send the data on the private
LAN.

The fields required to configure port forwarding are found on the Port
Forwarding tab under the Firewall tab of the IPn3Gb user interface (see Figure
5-1 — Port Forwarding Fields). In order to implement a port forwarding rule,
enter the required values, click the Add button then the Apply button. Port
forwarding can be used in combination with other firewall features, but the
firewall must be enabled for port forwarding to be in effect.

Rule Name: Forward
Internal Server IP: 192.168.2.1
Internal Port: 3000
Protocol: TCP ~
External Port: 2000

Add | | Apply

Figure 5-1 Port Forwarding Fields

Rule Name - Enter a convenient reference or description for the rule. Each rule
must have a unique name, which can be up to 10 characters.

Internal Server IP - Enter the IP address of the intended internal server (i.e.
on LAN side of IPn3Gb). This is the IP address given to the device connected
to the IPn3Gb Ethernet port. The IP address must be based on the default IP
gateway and IP subnet mask of the IPn3Gb, which can be reviewed under the
Network > Config tabs.

Internal Port - Target port number of internal server on the private LAN IP
entered above.

Protocol - Select the type of transport protocol used. Although there are
several options, TCP should be the most common protocol in port forwarding
applications.

External Port - Port number of incoming requests (from public WAN side).
Considerations:

e Ensure you have version 2.08 or greater of the Device Configuration
Utility software to be able to connect and configure individual
application components. Available for download at
https://www.campbellsci.ca/downloads?sb=dev&c=9999

e The related USB cable for the devices and related drivers must be
installed. The drivers can be found for each device in the Device
Configuration Utility software under the given device.

e The IPn3Gb should be active on an account with a service provider.
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e You will need to be able to configure the IPn3Gb.
Example of Port Forwarding using the IPn3Gb
Example 1:

In the example highlighted below we have configured the IPn3Gb and all
related equipment to allow for the simultaneous connection of 2 dataloggers to
the modem. The first datalogger, a CR200X, is connected directly to the data
port of the modem via a null modem cable. The second datalogger, a CR1000
is networked to the modem via an NL201 and a pair of RF401A radios.

In any such arrangement it is important to configure firewall and port
forwarding rules to ensure proper access while maintaining a reasonable level
of protection.

This example assumes that all necessary configuration steps were taken to
provision the IPn3Gb on the network in either a Static or Dynamic IP
arrangement.

Following is a diagram of the physical connection of the applications:

Ethernet — RJ45 cable \ RS232 — Null modem cable

CR200X
Datalogger

RS232 —Serial cable

Radio Link

CSI/O —SC12 cable

CR1000
Datalogger

17



CR200X portion of the application:

In this example, the CR200X is left in its default state.

1. IPn3Gb COM1 configuration

a.

Change the COM1 Data Baud Rate to 9600 to match the CR200X default
baud rate.

b.  Confirm that the Local Listening Port is 6785 (default port of the
CR200X).

€. Submit new settings.
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il 192168.0.1/cgi-bin/coml x Y

€ > C AN E 192.168.0.1/cgi-bin/com1_config.cgi s =
o e o [ e e
Config
Port Status: . Disable '® Enable
Channel Mode: |RS232 v |
Data Baud Rate: [9600 v
Data Format: [8N1 v |
[ Flow Control: \ None v
| Pre-Data Delay(ms): ijOO \
| Post-Data Delay(ms): ’](J(l—\
Data Mode: - Seamless '® Transparent
‘ Character Timeout: 50 7}
| Maximum Packet Size: ‘1024 ‘
Priority: |Normal v |
No-Connection Data Intake: " Disable '® Enable
| Modbus TCP Config..
Data Logging...
Protocol Config: |TCPSever v
TCP Server Configuration:
TCP Server Polling Mode: ‘® Monitor ‘' Multi-polling
Multi-polling Timeout(ms): o]
Local Listening Port lres ]
Incoming Connection Timeout: '30>07 \
Copyright © 2010-2013 Microhard Systems Inc.

2. Activate Firewall

a. Set the firewall status to Enable. This is required for the operation of the
Firewall and port forwarding rules.
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2
7 & C=0=s
// Ll 205.206.43.200/cgi-bin/se. % mCErnpbell Scientific: datal X “\\

€ - C A | [ 205.206.43.200/cgi-bin/security_firewall_config.cgi < =

-
.,_ 10 i TTNAC
111l Jrcuge VIS

- L RARAT SA O Vo 7, A =
= ==L odsal '

e | Networ | Gamir | Gomt | oWz | U | securty JLET 1] 40 | Aovaces | Tots | Cogot
General : :

Firewall Status : ' Disable '® Enable

WAN Request : ® Block ' Allow

LAN to WAN Access Control : ) Block ® Allow

Remote Management :  Disable ® Enable

Apply | | Cancel

Copyright © 2010 Microhard Systems Inc.

3. Firewall Rule for the CR200X in the IPn3Gb (same as Section 5.3.7)

a. Configure a rule that will allow WAN IP traffic through the firewall on
port 6785. This allows remote access to the CR200X, which has a default port
of 6785.

b. Add the new rule and Apply.
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/119216801 /cgi-bin/securr x \\

€ - C A [} 192.168.0.1/cgi-bin/security_firewall_rules.cgi 7 =

mmmmmmm Firwoal IEI- |

Rules
Rule Name: \liuAIei ]
Action: |ACCEPT v |
Source Zone: [wan v|
Source IP: [0000/0—]
Destination Zone: \El |
Destination IP: \Wl
Protocol: \E\ &
Destination PORT: b ]
Default Rule Summary:

ACCEPT connection from WAN to WAN on TCP port 80
ACCEPT connection from WAN to WAN on TCP port 443
ACCEPT connection from LAN to LAN on TCP port 80
ACCEPT connection from LAN to LAN on TCP port 443
ACCEPT connection from LAN to WAN on all

DROP connection from WAN on all

Common Rule Summary:
| CR200 : ACCEPT connection from WAN 0.0.0.0/0 to WAN 0.0.0.0/0 on TCP port 6785 v

Add Edit Delete Apply

Copyright © 2010 Microhard Systems Inc.

4. Loggernet setup for CR200X remote communications

a. Add an IP port — enter the Static IP or Dynamic DNS details for the
IPn3GDb cellular modem, followed by port 6785.

b. Add aPakBus port and a CR200 series datalogger. In this example, the 2
elements of the Loggernet setup stay in their default state.

c. Apply setup.
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p Screen E=nr=
Eile View Backup Tools Help
= | TV OV OV B o E2

Subnet Display Add Root Add Delete Rename Undo Redo EZ View

Entire Metwork
i

4 @. IPPort 1| m:- IPPort_1 : IPPart

FE PakBusPort_1 Hard
L..E@ CR2005eries | ardware | Notes |
Standard
Communications Enabled
Internet IP Address 205.206.43.200:6785
Advanced
[7] call-Back Enabled
[T] TCP Listen Only
Extra Response Time I 00 s 2
Delay Hangup I 00 ¢ 000 ms =
IP Port Used for Call-Back 0
AirLlink Modem Name
No problems found with settings for the selected device
l Check I l Apply H Cancel ]

CR1000 portion of the application:

1. Port Forwarding Rule for the NL201 in the IPn3Gb Cellular Modem
a. Give the port forwarding rule a name.

b.  Setthe Internal Server IP to 192.168.0.2. The use of this IP address is
based on the IPn3Gb having a gateway of 192.168.0.1. and an IP subnet mask
of 255.255.255.0. These variables can be changed in the IPn3Gb setup under
Network/Config, if required.

c. Setthe internal and external ports to 6784.

d. Add the new rule and Apply.
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1] 205.206.43.200/cgi-bin/se. % § Y

DMZ mode :
DMZ Server IP:
Exception Port:

More exception Ports:

€ - C A | [)205.206.43.200/cgi-bin/security_firewall_portforwarding.cgi e =

Port Forwarding

© Disable  Enable

192168100100 |
]
]

Rule Name: [!lrvxlard—]

Internal Server IP: 192.168.2.1 |

Internal Port: Booo ]

Protocol: |TcP v|

External Port w00 |

Port Forwarding Summary:

| Forward - Forward connection from wan port 6784 to LAN 192.168.0.2 port 6784 over TCP v

Add Edit Delete Apply

Copyright © 2010 Microhard Systems Inc.

2. NL201 Setup — Network Settings
a. Disable ‘Use DHCP’
b.  Enter the IP address, network mask, and default gateway, as required. In

this example, the NL201 is given the IP address 192.168.0.2, with a network
mask of 255.255.255.0, and a default gateway of 192.168.0.1.
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® Utility 2.0 |

File Backup Options

Deployment | Gettings Editor | Send 05 [ Terminal

Device Type
CR5450

NL200 Series | Rs-232 | €5 1/0 [ Network Services |

Camera

Bridge Mode: |disable - Serial No: 3119
= Datalogger g

CR1000 Administrative Password: eeses 05 Version: ML200.05
CRIDKPE Confirm Administrative Password: esses

CR200 Series
MNetwork

CR23X-FB \Jse DHCP: DNS Servers Status

CR3000 0.0.0.0 MAC Address: 00:d0:2c:02:0c:93
TP Address: 192.168.0.2 P 192.168.0.2

CR510-FB 0.0.0.0 MM: 255,255, 255.0

) e GW: 192.168.0.1

CRB00 Series Metwork Mask:  255.255.255.0 IRe R

0.0.0.0 . . . 5 . i

= Datalogger (Other’ IPwE: FEBD:: 2D0: 2CFF:FE02:C93 (link4ocal)
P ) Default Gateway: 192.168.0.1

CR10X
CR10X-TD

CR23X

CR23X-TD

Communication Port
COM10

Use IP Connection

Baud Rate
115200

Cancel Factory Defaulis] [ Read File ] [ Summary

3. NL201 Setup — RS-232 settings
a. Setthe configuration to TCP Serial Server.
b.  If you require the use of a port other than 6784, change the service port.

c. Set the baud rate to 38400. This will match the default baud rate used in
the RF401A.

d.  Apply the configuration to save the settings on both tabs.
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) Device Configuration Utility 2.08 = [E=EE
08 r— -

File Backup Options Help

Deployment | Settings Editor | Send 05 | Terminal |

| M.200 Series | #5232 c5 1/0 | Network Services |

i NL200 Series

NL240 Configuration: |TCP Serial Server - PakBus Neighbors Allowed

—_— Begin End
NL300 ServicePort: 5784 %]

Peripheral

Phone Modem

Baud Rate:

& Radio Beacon Interval: |50 =
ALzno Verify Interval: |0 =
RF400

ModBus Time Qut: | 1000
RF401
RF401A Series E Serial Client Address:
| REsD Serial Client Port: |1 =

RF450 1 z 1 =
Freno Add Remove
TX320/TX312

Sensor

Communication Port
COM12

Use IP Connection

Baud Rate
115200

Apply Cancel EactowDeﬁuhs] [ Read File ] [ Summary

4. RF401A spread spectrum radio — base (at NL201)
a. Set the active interface to RS-232

b.  Set the protocol to Transparent

o

Apply the configuration
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('O Device Configuration Utility 2.08 . . Sl \ [ Y E.L‘ ’

| File Backup Options Help
Device Type Settings Editor | send 05

1 Current Setting: [Achve Interface v]

CR3000

CR510-PB

CRBOO Series Active Interface
Dstsloager (oher
3 Metwork Peripheral [ SDC Address

NL100 7

MNL200 Series RS5-232 Baud Rate

NL300 Protocol
periphersl
Phone Modem RF Hop Sequence
H Radio 0=

| AL200 RF Metwaork
0 =
RF400 = z
RF401 RF Radio Address
0 =
RF401A Series
RF430 Power Mode
0.5 5ec W
RF450
Retry Level

RF500M

TX320/TX312
= Radio T Power Level
B

ensor +24.0dBm, (250 M) ¥
E Unknown

Unknawn
Wireless Sensor ~ || Active Interface

Communication Port

m.|»

Specifies the interface that will be used for normal operation.

COM11
Use [P Connection CS 110 SDC CS /0 port is connected to a Campbell Scientific datalogger CS /0 port. Also see SDC Lddress.
Baud Rate
G RS-232 RS-232 port is connected to the RS-232 port of a datalogger, computer, or other RS-232 device. Also see =

Apply Cancel Fact_:nryDeﬁuHs] [ Read File ] [ Summary

5. RF401A spread spectrum radio — Remote (at CR1000)

In this example, the radio is using the CSI/O port to connect to the datalogger.
The RS-232 port can be used, if required. If the RS-232 is required, a
configuration

a. Set the active interface to RS-232

b.  Setthe protocol to Transparent

c.  Apply the configuration
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r
() Device Configuration Utility 2.08

e e batts A T B P

File Backup Options Help

Device Type

Settings Editor | Send 03

T
CR3000
CR510-PB
CRBO0 Series
Datalogger (Other)
= Network Peripheral
ML100
MNL200 Series
NL240
NL300
Peripheral
Phone Modem
B Radio
AL200
RF400
RF401
RF430
RF450
RF500M
TX320/TX312

Sensor

Il = unknown

Unknown

Wireless Sensor

m

i Current Setting: [m:ﬁve Interface

Main | pakBus Iadvanoed

Active Interface

SDC Address
7 -

R5-232 Baud Rate
38400

Protocol

RF Hop Sequence
o

RF Network
a =

RF Radio Address
a »

Power Mode

Retry Level
Radio T Power Level

+24.0 dBm, (250 mW) =

Active Interface

Communication Port
COoM11

Use IP Connection

Baud Rate
9600

Specifies the interface that will be used for normal operation_

CS 110 SDC CS I/O port is connected to a Campbell Scientific datalogger CS I/0 port. Also see SDC Address.
RS-232 RS-232 port is connected to the RS-232 port of a datalogger, computer, or other RS-232 device. Also see
Apply Cancel Factory Defaults ] [ Read File ] [ Summary

6. Loggernet setup for CR1000 remote communications

a. Add an IP port — enter the static IP or the dynamic DNS details for the
IPn3Gb cellular modem, followed by port 6784.

b. Add a PakBus port and a CR1000 series. In this example, the 2 elements
of the LoggerNet setup stay in their default states.

c. Apply setup.
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Eile View Backup Tools Help

& S
Subnet | Display | Add Root Add Delete  Rename
Entire Metwork

i
4 _@. IPPort_1 m:- IPPort : IPPort

4 -7y PakBusPort_1
LER CR200Series Hardware | potes

4 188 1PPort Standard

4 i‘:il' PakBusPort Communications Enabled
B CR1000

Internet IP Address 205.206.43.200:6754

Advanced
[7] call-Back Enabled

[T] TCP Listen Only

Extra Respanse Time | 0oz

Delay Hangup | 00 = 000 me
IP Port Used for Call-Back 0

Airlink Modem Name

No problems found with settings for the selected device

5.3.8 Point to Point Protocol (PPP) Communications (optional)

Note The firmware version of the IPn3Gb must be v2.2.0-r2130 or
newer to be able to properly work with the datalogger using the
PPP connection. If required, an update is available from the
Campbell Scientific (Canada) website at:
http://www.campbellsci.ca/19 1 768

In PPP mode, the modem assigns the datalogger an IP address by means of a
serial connection. This allows access to the datalogger’s IP capabilities without
requiring an Ethernet peripheral. The modem’s COM1/Data port must be used
for a PPP connection. In order for the PPP to function properly, both the
modem and datalogger need to be configured as described in Sections 5.3.8.1
through 5.3.8.3, which highlight a standard configuration. The physical
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connection for PPP communications requires the use of a null modem cable to
connect the datalogger RS-232 to the modem ‘Data’ port.

5.3.8.1 IPn3Gb COM1 PPP Configuration

It is necessary to configure COM1 to use PPP so that the datalogger can
communicate with a network using a PPP connection. Other PPP settings can
be adjusted as needed, but any changes must be reflected appropriately in the
modem and datalogger configuration.

Under COM1, navigate to the ‘Config’ tab

Data Baud Rate = 115200

Character Timeout = 50

Protocol config = select ‘PPP’

Expected String = delete ‘CLIENT’ and leave field blank
Response String = ‘CONNECT’ (Entry must be all upper case)
PPP Local IP = 192.168.0.1 (This is the default local IP of the
modem)

PPP Host IP = 192.168.0.99 (This is the IP address that will be
assigned to the datalogger)

Submit (Save)

The following parameters need to be setup the same in both the modem and
datalogger:

Baud rate
Data format
Handshaking
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117318276130/ cgi-bin/cc %

€ > C A [ 173.18276.130/cgi-bin/com1_config.cgi x| =

—mm comt mmmm-

Config
Port Status:
Channel Mode:
Data Baud Rate:

Data Format:

Flow Control:
Pre-Data Delay(ms):
Post-Data Delay(ms):
Data Mode:

Character Timeout:
Maximum Packet Size:

Priority:

No-Connection Data Intake:

Modbus TCP Config...
Data Logging...
Protocol Config:

Disable '® Enable
|RS232 v |
115200 v |
8Nt v |
None v
100 |
100 |
Seamless ® Transparent
50 ]
11024 \
Normal ¥ |

® Disable ' ' Enable

PPP v

PPP Configuration:
PPP Mode:

Expected String:

Response String:

LCP Echo Failure Number:
LCP Echo Interval:

PPP Local IP:

PPP Host IP:

PPP Idle Timeout(s):

| submit |

Active ® Passive

[connECT ]
o0 ]
o \
192.168.0.1 \
1192.168.0.99 |
130 |

" Cancel \

Copyright © 2010-2014 Microhard Systems Inc.

5.3.8.2 IPn3Gb Firewall and Port Forwarding Configuration for PPP

The proper configuration of the Firewall and the related Port Forwarding Rules
is necessary to control different types of access and ensure that IP traffic is
properly routed through the modem to the datalogger. The configuration of the
Firewall will help avoid unauthorized access to data usage.

e  Ensure Firewall status is set to ‘Enable,” in order to proceed with the
remaining configuration.
Set WAN request to ‘Block.’
Click ‘Apply’
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s
RELST
—mmm-mm 1] V0 [ Advanced | Tous | Logout

General
Firewall Status : Disable @ Enable
WAN Request : & Block © Allow
LAN to WAN Access Control : Block @ Allow
Remote Management : Disable & Enable
| [ Cancel |
Under the Firewall tab, select Port Forwarding. Rules are required to map the
ports required to ensure HTTP, FTP and LoggerNet communications to the
datalogger at the assigned IP address.
1. In order to setup access to the datalogger HTTP server (for access to the
datalogger’s webpage), the following rule configuration needs to be added and
applied:
e Enter a Rule Name for HTTP
e Internal Server IP = 192.168.0.99 (this is the IP address assigned to
the datalogger)
e Internal Port =80
e Protocol = TCP
e External Port = 8000
e Click ‘Add’ button, then ‘Apply’
Note The external port number 8000 is an example. Use any

(unrestricted) port number other than 80, 443, or 23, as they are
required for modem access and configuration. Be sure to include
the external HTTP port number in any communications
attempting to reach the datalogger webpage (ex.:
173.182.77.117:8000).

2. In order to setup access to the datalogger’s FTP server (for remote file
access), the following rule configuration needs to be added and applied:

Enter a Rule Name for FTP

L]

e Internal Server IP = 192.168.0.99 (this is the IP address assigned to
the datalogger)

e Internal Port =21

e Protocol = TCP

e  External Port = 2100

e Click ‘Add’, then ‘Apply’
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NOTE The external port number 2100 is used as an example. Use any (unrestricted)
port number other than 80, 443, or 23, as they are required for modem access
and configuration. Be sure to include the external FTP port number in any

communications attempting to

ftp://173.182.77.117:2100).

reach the datalogger FTP site (ex.:

3. In order to setup access to the datalogger via LoggerNet and the
PakBus/TCP Service Port, the following rule configuration needs to be added
and applied:

Enter a Rule Name

Internal Server IP = 192.168.0.99 (this is the IP address assigned to

the datalogger)

Internal Port = 6785
Protocol = TCP

External Port = 6785
Click ‘Add’, then ‘Apply’

NOTE Be sure to include the external port number in any communications attempting

to reach the datalogger (ex.:173.182.77.117:6785).

[ 173182.77.117/cgi-bin/se. x Y Y

DMZ mode :
DMZ Server IP:
Exception Port:

More exception Ports:

L C # [ 173.182.77.117/cgi-bin/security_firewall_portforwarding.cgi

--mmm- Firewall m—-m

Port Forwarding

® Disable '’ Enable
192.168.100.100

Rule Name:
Internal Server IP:
Internal Port:
Protocol:

External Port:

Port Forwarding Summary:

| Add | | Edit | | Delete | [ Apply |

Forward
192,168 2.1
3000

TCP v |
2000

|Logger HTTP : Forward connection from WAN port 8000 to LAN 192.168.0.99 port 80 over TCP
Logger FTP : Forward connection from WAN port 2100 to LAN 192.168.0.99 port 21 over TCP
|LoggerNet : Forward connection from WAN port 6785 to LAN 192.168.0.99 port 6785 over TCP

Copyright © 2010-2014 Microhard Systems Inc.
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5.3.8.3 Datalogger PPP Configuration

Using the Device Configuration Utility, connect to the datalogger to configure
the PPP and ComPorts settings.

Under the ComPorts Settings tab:
e  Select the RS-232 ComPort

e Baud Rate = 115.2K Fixed (baud rate must be fixed and match the
baud rate set in the modem under COM1)

|| Device Configuration Uti 0 E il

File Backup Options Help

Device Type Deployment | Logger Control | Data Monitor | File Control | Settings Editor | Termina||
| [ Dpatalogger| ComPorts Settings | TcpsP [ csyOP [ PRP | Network Senvices | Advanced|
CR10X-PB

Select the ComPort MNeighbors

CR200 Series F

) Baud Rate: |115.2K Fixed hd Begin End
CR23X-PB

CR3000 Beacon Interval: | O
CROL0-PE i ‘erify Intereal: | O
CRA

The selected port has been configured for PPP
CRE00 Series services and cannot be used for PakBus

CRVW Series
O Datalogger (Other)
CRI0X
CRI0X-TD
CR23X

CR23X-TD z
- 1 z 1

Communication Port

Add Range Remove Range
173182.77.117:6785

UseIP Connection

Choose the datalogger communication port to configure. The port that is selected by this control will dictate which baud rates.
PakBus/TCP Password . A . . . . .
beacon intervals, verify intervals, and neighbor lists will be displayed and/or edited.

PakBus Encryption Key

Baud Rate
115200

Apply Cancel [Fac;oryDefaults] [ Read File I [ Summary

Under the PPP settings tab:
e Config/Port Used = RS-232

o Modem Dial String = PPP (Entry must be in all upper case)
e  Click ‘Apply’
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" Device Configuration U .09 Beta¥ .!-L x|

Eile Backup Options Help

Device Type Deployment | Logger Control | Data Monitor | File Control | Settings Editor | Terminal|
CR1000 i | Datalogger | ComPorts Settings | TCRAP | CSOIP | PPP | Network Services | Advanced|
CRI0X-PB Config/Port Used:
CR200 Series F
IP Address: 0.0.0.0
CR23X-PB
CR3000 User Mame:
CR510-PB 1 Password:
CRG

Confirm Password:
CRB00 Series

CRVW Series Modem Dial String:  PPP

&l Datalogger (Other) Modem Dial Response CONNECT
CRIOX
CRIOX-TD
CR23X
CR23%-TD

Communication Port

173.182.77.117:6785

UseIP Connection
PakBus/TCP Password PPF Interface

This setting controls which datalogger port PPP service will be configured to use. Warmning: If this value is sef fo €5 I/0 ME,

. you must not attach any other devices to the CS I/0 port.
PakBus Encryption Key

Baud Rate
115200

Apply Cancel Fac;oryDefauIts] [ Read File I [ Summary

5.3.9 Security

Note If either password is lost the modem will need to be manually
reset to defaults and reconfigured in order to regain access.

In order to keep the system secure it is recommended to change the
administrator and upgrade passwords from the factory defaults. Changing the
administrator password will protect against modifications to the modem’s
configuration. Changing the upgrade password will protect against
unauthorized upgrades.

e Under Security navigate to the Password tab

e Change passwords as needed. Be sure to maintain a sercure record so
that a reference is available.

e  Submit
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[Sysen T wevwor | Garer | cow | come |

R )
o ——— o T
] Frevat | 10 | povancea | Toos | Cogont |
Password

admin

User:
New Password:

Confirm Password:
User:

New Password:
Confirm Password:

5.3.10 Configuration Backup

It is possible to backup the configuration of a modem after completion

Under Tools navigate to the Maintenance tab.

ardSYSTEMS. B—

- SRS » =
— —____ - o ™
[Sysem | Nevvor | Carer | GO | o2 | U | Securiy | Frowa | 10 | Advanced | | Logow
Maintenance
o System Settings: (View) (Download)
» HTTP Upgrade:
File: Browse...
[] Erase Settings
e Select “Download” under System Settings. This will allow a text file
to be downloaded to a PC.
[ )

Save the “system.config” file as required.

1017

s o1
Comon | et | comir | ot | Gowz | Use | secry | Frene ] 10 | Advareed T
Maintenance

o System Settings: (View) {Download)

Browse.
Erase Settings

Copyright © 2010-2014 Microhard Systems Inc.
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5.3.11 Load Configuration or Firmware

Note

It is possible to upload a “system.config” file to a modem either to restore
settings or as a template to help configure multiple modems.

e Under Tools navigate to the Maintenance tab.
e Under HTTP Upgrade: ‘File:” browse for the related file.

e  Open the “system.config” and upload the file. It must be loaded as
“system config” regardless of the filename it was saved under.

The modem will only accept the filename “system.config”
otherwise you will receive an error message.

o

401%

- oA 0,0
WSRO 51948 .

| System | Network | Carrier | COMA1 | cOM2 | USB | Security | Firewall | 10 | Advanced |RCIT
Maintenance
o System Settings: (View) (Download)
« HTTP Upgrade:

File: C\Users\jan\Desktop\system.conf
[] Erase Settings

5.3.12 Firmware Upgrades

HTTP Upgrade is used to upgrade the [IPn3Gb’s system software (firmware).
Select the Browse button to locate the upgrade file provided by Microhard
Systems.
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Maintenance

e System Settings: (View) (Download)
e HTTP Upgrade:
File: H:\My Documents\Firmware & Utilities\IPn3G-v1_1_i »
V| Erase Settings
V! Keep Carrier Settings

| File Upload

re)

My Recert
Documerts

| "I mhs_ndis.inf

Lookin: | ) Fimwere /E] QT cE ]
/

i

Dnhe imbsmkif
= nanolPx2iv 1 01018 b
@ VIPonnv_1_2.mg
|8 vIPrnnnw 1_1_2.pkg

e System Settings: (View)
e HTTP Upgrade:

File: H:\My Docu
V| Erase Settings

V! Keep Carrier Settings

My Computer
" =
Y File pame: nanolPx2141_1_0+1018bin v [ Open |1
My Network  Files of type X Fies Ej ~
Maintenance

fits\Firmware & Utilities\IPn3G-v1_1_i

Cooa D

Figure 5-2 Tools > Maintenance > WebUI Firmware Upload
Using the Erase Settings checkbox tells the IPn3Gb not to store the current

configuration settings; therefore, once the upgrade process is complete, the unit
will have factory default settings (including the default Carrier Settings).

37



Use the Keep Carrier Settings checkbox to retain the carrier settings. This is
recommended if the unit is remote, as all access will be lost if the carrier
settings are erased.

The Upload button will begin the process. It can take several minutes to
complete. The unit will reboot once the upgrade process is complete.

5.4 LoggerNet Setup

Note

The Loggernet “Device Map” is configured from the “Setup” button on the
LoggerNet Toolbar. From the Loggernet Toolbar, click Main | Setup, and
configure the Device Map as described below.

The process is the same for Bell, Telus, or Rogers users

1. Select Add Root | IPPort

2. Add a datalogger to the IPPort PakBus datalogger; e.g., the CR1000,
requires a PakBusPort as well.

3. On the IP Port setup:

a. Add the Domain Name (see Section 5.3.5) or IP address of the mode
to the Internet IP Address field, followed by the Port number. This

m

number (6785) is the datalogger’s default port number. It is also used

to configure the “COM1” and “Firewall” settings of the IPn3Gb

cellular modem. Whenever possible it is recommended to change this

number to the last four digits of the related cellphone number.
b. Extra response time should be 10 - 12 seconds.

c. Click “Apply”.
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View Backup Tools Help

2Tz

T B T B

Subnet T Display Add Root Add Delete Rename Undo Redo
Entire Network
i
4 -5 PakBusPort 1
g@_ - CRlOOUi | Hardware |ng; ‘

Standard
Communications Enabled

Internet IP Address modemtesting.4dq.com:6785

Advanced
|| can-gack Enabled

TCP Listen Only

Extra Response Time I 10z %
Delay Hangup I 00 ¢ 000 me %
IP Port Used for Call-Back ]

AirLink Maodem Name

l Check I [ Apply ] [ Caneel ] Neo problems found with settings for the selected device

4. For PakBus dataloggers, add 10 seconds of Extra Response Time.
“PakBus Port Always Open” should not be checked.

T3 = B 9 o

Subnet T Display Add Root Add Delete Rename Undo Redo EZ View
Entire Network
4 B8 IPPort_1 é@
45 PakBusPart_1
-8 CRL1000

PakBusPort_1 : PakBusPort

Hardware | New PakBus Nodes | Notes |
Standard
ommunications Enabled

'akBus Port Always Open

Maximum Time On-Line I 00 h00mO0s %
Beacon Interval I 00h01m00s %
PakBus Verify Interval I 00h0OmOOs s
Advanced

Lat
Extra Response Time | 10s =
PakBus Address |409"
Delay Hangup I 00 s 000 ms %

TCP Password

[ Check ] i Apply H Cancel ] |No problems found with settings for the selected device
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5. For PakBus dataloggers, set the PakBus address to match that of the
datalogger (default address in the datalogger is 1). Click the “Apply” button
to save changes.

[ 4 Setup Screen

File View Backup Tools Help
) - 7
Subnet Display Add Root Add Delete Rename Undo Redo EZ View
Entire Network
4 BB PPort 1 B3 cruooo: craoo
47y PakBusPort_L
=@ CR1000 | Hardware | schedule | Data Files | Clock | Program | File Retrieval | Notes |
Standard
Communications Enabled
Call-Back Enabled
PakBus Address 1
Advanced
Maximum Packet Size 998
Security Code 0
Delay Hangup 00 5 000 ms
PakBus Encryption Key
sopty || cancer || [Seheduled Data Collection is disabled. B

I _ Comectet ocahost

5.5 Wiring and Connections

Power for the modem can be sourced directly from the datalogger. Refer to
Table 5-1 for details. Connection to the switched 12V terminal allows the user
to control power to the modem through the datalogger program. In this way,
power can be conserved by limiting the time that the modem is on. For
example, the user could choose to power on the modem only for scheduled data
collections or only during certain hours of the day. When using the switched
12V terminal, be sure to allow time for the modem to warm up and provision to
the network. The required warm up time can vary, but the recommended
minimum is 2 min.

TABLE 5-1. Modem Connection to Datalogger

Colour Function Datalogger Modem
Red Power source 12V (or SW12V) Vin+
Black Ground G GND
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5.5.1 Modem Connection using the L18663 Null Modem Cable

In order to connect to a CR1000, CR3000, CR800, or CR200X series RS-232
port you will require a Null Modem Cable, Campbell Scientific part number
L18663. Connect one end of the Null Modem Cable to the IPn3Gb cellular
modem and the other to the datalogger’s RS-232 port.

5.5.2 Modem Connection using the SC932A

If connecting to any datalogger’s CS 1/O port you will require an SC932A
interface from Campbell Scientific. Connect the supplied black SC12 cable to
the datalogger side of the SC932A interface, and then to the CS 1/O port of the
datalogger. Connect the DCE Device side of the SC932A interface to the
IPn3Gb cellular modem’s RS-232 port using the supplied straight through
serial cable L10873.

CAMPBELL
SCIENTIFIC, INC
Logan, Utsh

(3 -
§ sceaza &

)
Made n USA

Figure 5-3 SC932A Interface

5.5.3 Modem Connection using Ethernet

In some cases it may be desirable to connect using the Ethernet interface
available on the IPn3Gb cellular modem. To do this, you will require a
CR1000 or CR3000 with either a NL120 Ethernet Interface, NL115
Ethernet/Compact Flash Module, or any datalogger using a NL2XX series
device. A crossover Ethernet cable is needed to connect the two devices.

Please review the literature for the specific interface for more details.

5.6 Test the Cellular Connection

After the Device Map has been configured, it is recommended to test the
cellular connection using the “Connect” screen, as shown below. Click on the
appropriate station, then click the “Connect” button to initiate a call to the
datalogger. Be sure all connections are complete and power is supplied to both
the modem and datalogger.

If the call is successful, the connectors at the bottom of the screen will come
together, and time information from the datalogger will be displayed the
“Station Date/Time” field. If the connection fails, a “Communications Failure”
message is displayed. Troubleshooting procedures can be found in Section 7
Troubleshooting.
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Operation
6.1 Program the Modem

It is recommended that the modem be provisioned and tested in the office
(assuming cellular coverage) rather than in the field.

6.2 Connectors and Indicators

6.2.1 Modem Front

The front of the IPn3Gb cellular modem includes the USB port, Diagnostic
port, SIM card slot, Indicator LEDs, and Config button.

m:ﬁd SYSTEMS INC.

|?4 3 E T - STATLS
llogogo.{gjrl@ Q000 OO0

DIAGHOZTIC BS5] meiill BFSGHL ()
—i® come @)

Figure 6-1 Front view of the IPn3Gb Cellular Modem
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e The USB port can be used to configure the modem. See Section
5.3.3.1 for details.

e  Currently, the Diagnostic port is not used

e The SIM Card Slot houses the SIM card required for proper operation.
The SIM card supplied by the service provider must be inserted into
the SIM card slot.

e RF LED (Red) - When connected to a 2G/EDGE or 3G-WCDMA
Network, the RF LED indicates a transmission burst. When connected
to a 3G/HSPA Network the LED has no function.

e SGNL LED (Green) - When illuminated, the SGNL LED indicates
that the modem is connected and synchronized with a wireless carrier.

¢ Receive Signal Strength Indicator (RSSI) (3x Green) - As the received
signal strength increases, starting with the furthest left, the number of
active RSSI LEDs increases. If the measured signal strength is less
than —110dBm no LED’s will be illuminated. If the signal is greater
than —105dBm, 1 LED will be on, - 100dBm equals 2 LED’s, and any
signal greater than -95dBm will show all 3 RSSI LED’s to be ON.

e STATUS LED (Red) - Upon initial application of power the STATUS
LED will be illuminated for approximately 20 seconds, after which, it
will being to blink slowly (loading) for an additional 25 seconds, then
stay ON solid (indicating it has achieved its specific operational
status).

e CONFIG (Button) - Holding this button depressed while powering-up
the IPn3G will boot the unit into FLASH FILE SYSTEM
RECOVERY mode. The default IP address for system recovery (only
- not for normal access to the unit) is static: 192.168.1.39.

e If the unit has been powered-up for some time (>1 minute), depressing
the CFG Button for 8 seconds will result in FACTORY DEFAULTS
being restored, including a static IP address of 192.168.0.1. This IP
address is useable in a Web Browser for accessing the Web User
Interface.

6.2.2 Modem Back

The back of the modem includes the Antenna SMA(F) connector, power
connection, Data (RS-232) port, and Ethernet port
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6.3 Hardware

N/
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Figure 6-2 Rear view of the IPn3Gb Cellular Modem
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e The Antenna required for the application is connected to the Antenna
connector. The GPS and RX DIV are not used.

e The Green connector plug included with the modem is used to make
the power connection. Connections and use of the RS485/422 are not
referenced in this manual.

e The DATA port is used to connect to a datalogger’s RS-232 or CS 1/O
port.

e The Ethernet port can be used to configure the modem. See Section
5.3.3.2 for details. The Ethernet port can also be used to communicate
with a datalogger and compatible interface using a compatible
network link interface (see Section 5.5.3).

e (C2675 IPn3Gb Mounting Kit — includes mounting hardware for
securing the modem to below referenced environmental enclosure.
IPn3Gb should be mounted in a position that allows easy access for
the cables so they are not bent, or constricted.

e Antenna — the following antennas are available from Campbell
Scientific. The antenna must be connected to the “Antenna”
connector of the IPn3Gb cellular modem. Contact a Campbell
Scientific Applications Technician for help in determining the best
antenna for your application.

o The C2446 is a dual-band, 3dB omni-directional antenna for our
CDMA and GPRS digital-cellular modems. This antenna is
recommended for locations where cellular coverage is strong.
The C2446 includes a mount/u-bolt assembly that allows the
antenna to be mounted to a mast, crossarm, or user-supplied pole
(outer diameter of up to 1.5" (3.8 cm)).

o The C2445 9dBd Yagi Antenna is a higher gain antenna that
should be "aimed" at the service provider's antenna. The C2445
is a 800 MHz antenna and bracket/u-bolt assembly for attaching
the antenna to a mast or post. The antenna comes with 10° of
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cable. This antenna is recommended for fringe areas that require
a higher gain antenna.

The C2444 9dBd Yagi Antenna is a higher gain antenna that
should be "aimed" at the service provider's antenna. The C2444
is a 800 MHz antenna and bracket/u-bolt assembly for attaching
the antenna to a mast or post. The antenna comes with 30 of
cable and surge protection. This antenna is recommended for
fringe areas that require a higher gain antenna.

The L18285 is a dual-band 1 dBd omni-directional antenna. The
antenna covers both the 800 MHz and 1.9 GHz bands, and is
strongly recommended where cellular coverage is strong. The
L.18285 includes a mount/u-bolt assembly for attaching the
antenna to a mast, post, or crossarm up to 1.5" (3.8 cm) in
diameter.

The L21831 Half-Wave Dipole Whip Antenna is a lower gain
antenna used in transmitting short distances. It is an 800 MHz
cellular antenna that terminates in a SMA Male connector for
attachment to the modem. This antenna is intended for use inside
the enclosure. Please note that the backplate of the enclosure is a
grounded plane. If it is interposed between the antenna and the
cell tower, it may attenuate the strength of the transmission
signal. Simply turning the enclosure 90 to 180° on its mounting
mast may solve weak transmission issues.

L18285 1 dBd Omni Directional Antenna
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C2444/C2445 9dBd Directional Yagi Antenna

L21831 Half-Wave Dipole Whip Antenna

Figure 6-3 Antennas for use with the IPn3Gb Cellular Modem

e  Power Supply (See Section 5.5 Wiring and Connections).

e  Environmental Enclosure— ENC 10/12, ENC 12/14, or ENC 16/18.

7. Troubleshooting

If LoggerNet/PC400W software is unable to establish a connection with the
modem:

1.

Check your account information (you may have to call your provider for
this or look at your agreement).

Verify there is coverage at your location.

Check the RF and SGNL Indicator LEDs on the front of the modem.
Ensure that the modem has successfully connected to the cellular network.

Make sure the modem and datalogger have sufficient power.

Check the RSSI LEDs on the front of the modem or in the Web Interface.
If the measured signal strength is less than —110dBm no LED’s will be
illuminated. If the signal is greater than —105dBm, 1 LED will be on, -
100dBm equals 2 LED’s, and any signal greater than —95dBm will show
all 3 RSSI LED’s to be ON.

If you have a Dynamic IP account, you will need to have a dynamic
domain name server (DDNS) name that LoggerNet can reference to make
the connection. Refer to Section 5.3.5 for details.

In the “Summary” tab in the “System” group of the modem’s
configuration webpage, make sure Activity Status is “Call in Progress” or
“Connected”, and note the WAN IP Address. This is the current IP
address for the modem (a dynamic IP address will change each time the
modem is reset). Try connecting to this IP address using LoggerNet. If
LoggerNet connects with the IP address, but not with the modem
name.domain name, then there may be a problem with the Dynamic IP
setup in the modem.
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Summary
Carrier:
Current APN:
Activity Status:
Network:
Home/Roaming:
Cell ID:

Data Service Type:

Channel Number:
Frequency Band:
Ec/No (dB):
RSSI (dBm):
RSCP (dBm):

Sl Netvort | Carrier | coMt | comz | uss |

vpn.com

Call in progress
ROGERS
Home
0x1FDB43
3G-WCDMA
437

1900MHz

L)
-

N

Core Temperature(°C):

Supply Voltage(V):
IMEL

IMSL

SIM Card:

SIM Number (ICCID):
Phone Number:

WAN IP Address:
DNS1:

DNS2:

N o
ey | Freest | 0] st | toue | ot

30

13.42

352237050046350
302720603751786
READY
89302720403057572660
17806164070
172.17.123.200
64.71.255.254
64.71.255.253
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