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1. Introduction

CAUTION:
To prevent data loss, collect all data from the data logger before proceeding to update the
data logger operating system and cellular module firmware.

This application note contains the procedures to update the firmware of the internal cellular
module used in the CR300 including model numbers CR300-CELL200, CR310-CELL200, CR300-
CELL205, CR310-CELL205, CR300-CELL210, CR310-CELL210.

Updating the cellular module firmware should only be done when directed to do so by Campbell
Scientific support or if cellular connectivity errors are happening. If the device is working there is
no need to update the firmware. Your data logger with cellular module will continue to serve you
and your application for many years to come.

The following procedures require data logger operating system (OS) version 08.01 or greater. If
necessary, update the data logger OS before updating cellular module firmware, see CR300 OS
update (p. 2).

These procedures do not work if using a PPP authentication username and password to connect
to the cellular network. The PPP authentication username and password are provided by the cell
provider and are required on specific cellular networks. You can see if you are using a PPP
authentication username and password in Device Configuration Utility (Using a direct USB
connection and Device Configuration Utility (p. 4)). If in this situation, either switch to a provider
that does not use PPP authentication, or have Campbell Scientific update the module firmware
at the factory. Refer to If you don't have direct access to the data logger nor a copy of LoggerNet
(p. 15) for information on returning the data logger and module to Campbell Scientific.
Customers will pay shipping and handling fees but there will be no charge for the firmware
update service.

Updating the cellular module is done over the air (OTA), even with a direct USB connection to
the data logger. Therefore, it can take from 5 minutes to several hours depending on signal
strength between the cell tower and the module, cellular network congestion, and OTA server
availability.

This OTA update uses approximately 300 KB of the cellular device data plan for each attempt.
Care should be taken to plan accordingly to avoid cellular data plan overages. If you send the
data logger operating system via the cellular network as well, an additional 1.5 MB of plan data
usage should be planned for.




Customers who wish to have Campbell Scientific do the update may do so by RMA and sending
the device in to Campbell Scientific. Customers will pay shipping and handling fees but there will
be no charge on the firmware update service. The RMA firmware update service is valid until
December 31, 2020.

The preferred method for updating the module firmware and data logger operating system is
through a direct connection. Remote updating can be done as well but this method does not
have the verbose feedback during the update process that the directly connected method has.

2. CR300 OS update

The data logger operating system (OS) must be version 08.01 or greater before updating the
cellular module firmware. To update the OS it is assumed that the data logger is already set up in
the LoggerNet Setup screen. If this has not been done, you will need to do so.

1. Open the Connect screen, select the station to update.
2. Click the Connect button and wait for the connection to be established.

3. Select Station Status to check the operating system version.
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Datalogger Information "~
Reported Station Mame: Cora (Gary's CRI10-CELLZXX)
05 Version: CR310-CELL210.5td.08.01
U5 Date: UL/ 110019
05 Signature: 21703
Panel Temperature: 23,80 “C
Memory: 555540 bytes

Serial Flash Errors: 0
Watchdog Errors: 0

4. If the OS is less than 08.01 then close Station Status and return to the Connect screen.
a. Click File Control.
b. Click Send.




c. Select the drop down box next to the File name field and select Datalogger
Operating System Files.
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d. Select the directory containing the CR300 operating system; this is usually
C:\Campbellsci\Lib\OperatingSystems. Select the operating system; it will have an obj
extension.

e. Click Open. LoggerNet will send the operating system file to the data logger. This will
take several minutes to complete. You may need to stop the running program if
sending the OS file fails.
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f. Once the operating system is sent, close the File Control window.

5. Select Station Status to check that the operating system version is now 08.01 or greater.




3.

Using a direct USB

connection and Device
Configuration Utility

1.

Get the latest version of Device Configuration Utility from the Downloads section of
https://www.campbellsci.com/devconfig.

Connect the computer to the data logger using a USB cable supplied with CR300 data
logger.

3. Ensure the data logger has 12 VDC power applied.

Start Device Configuration Utility. Select the CR300 data logger from the list of devices
presented in the Device Type field.

Select the appropriate Communication Port by clicking on the ... button. It should have
CR300 listed in the name. If not, install the appropriate driver by clicking on the Install USB
Driver button.

Click Connect.

Ensure the data logger has OS 08.01 or greater installed. This is shown in the OS Version
field of the Deployment > Datalogger tab. If it is not, see CR300 OS update (p. 2)

Deployment Logger Comtrol  Dats Montor  Dads Collecton  Fie Control  Manage
Datslogder  Com Ports Settings Ethemet Celler Metwork Services TLS

Sevisl Mumber; (4572

[ 05 vergon: |CRIB0-CELL2E0.514008.01 I

Staticn Mame: |1

Pakfis Address; |1 =
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8. Select the Settings Editor tab then Cellular. The PPP Authentication Username and PPP
Authentication Password fields, must not be used. If these fields contain information, you
will need to have Campbell Scientific update your module firmware, see If you don't have
direct access to the data logger nor a copy of LoggerNet (p. 15).

Deploymeny Settings Editor

Datalogger ComPorts Settings Metwork Services  Advanced  User Setting

Cellular

Fthernet  TLS

Cell Modem Enable
Enabled

APN

|vzwims

PDP Cell Authentication Username

PDP Cell Authentication Password

PDP Authentication Type
Mone

PPP Authentication Username

PPP Authentication Password

SIM PIN

9. Scroll to the Cell Diagnostic Info field.

The current version of the cellular module firmware is listed next to Brio Ver.

Cell Diagnostic Info

PPP State : Down
Model : ELSG61-J5
Rev : 01,000

Brio Ver : FW1,1.9
IMEI : 014739000007 288

TRACT « W™MF FODMID » STRA Fmimd

If it is greater than the version listed below, you do not need to update the module

firmware.

- CELL200: 1.1.11 or greater

- CELL205: 1.1.11 or greater

- CELL210: 2.00.101.06 or greater

Cellular Module Firmware Update
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10.

1.
12.
13.

14.

Ensure the module is online by clicking the Deployment tab then Cellular. Wait until the
State field says Network ready.

Status

State: |Netwcurk ready. |

Select the Terminal tab.

Press Enter until the CR300> prompt appears.

Type, in all CAPS, CELL UPDATE or CELL UPDATE FILE then press Enter. The CELLULAR
UPDATE FILE command saves a trace text file of the output on the CPU of the data logger
for later reference.

At the Are you sure? (YES/NO) question, type YES (must be all CAPS) then press Enter. The
data logger will start updating the cellular module firmware. The update will use
approximately 300 KB of the cellular plan data. The process can take from 5 to 15 minutes.

A successful update of the -CELL200 and -CELL205 should look similar to this:

CR300>CELL UPDATE

Are you sure? (YES/NO)
CR300>YES
Restarting cellular modem please wait . .
Restarting modem in firmware update mode .
Waiting for modem initialization .
Cellular module version:FW1l.1.8
Radio status:1,0
APN command sent . .

APN Set. Waiting for modem registration .
Radio status:1,0
Connect status:0,2,255
Sending firmware update command .

Firmware update command sent .
Waiting for command reply .

Response received .

Firmware update started

Please wait .

Firmware update command was successful.
Please wait . .

Firmware update time : 00:30

Firmware update time : 01:00

Firmware update time : 01:30

Firmware update time : 02:00
CeTlular module version:FWl1l.1.11

Firmware update successful.

Cellular update finished.

NOTE:
You must see Firmware update successful on the line before Cellular update finished.




I Other messages may indicate that there was a problem.

A successful update of the -CELL210 should look like this:

CR300>CELL UPDATE
Are you sure? (YES/NO)
CR300>YES
Restarting cellular modem please wait .
Setting up modem for master reset.
Full modem reset successful.
Restarting modem in firmware update mode .
Waiting for modem initialization . .
CeTlular module version:2.00.101.02
Radio status:0,0
APN command sent .
APN Set. Waiting for modem registration .
Radio status:1,0
Connect status:2,3,88
Sending firmware update command .
Firmware update command sent .
Waiting for command reply .
Response received .
Firmware update started
Please wait .
Firmware update command was successful.
Please wait .
Firmware update t1me : 00:30
Firmware update time : 01:00
Firmware update time : 01:30
Firmware update time : 02:00
Cellular module version:2.00.101.06
Firmware update successful.
Cellular update finished.

NOTE:
You must see Firmware update successful on the line before Cellular update finished.
Other messages may indicate that there was a problem.

15. Repeat steps 8 and 9 of this section to confirm the module firmware update was successful.

Once the cellular module update is complete, the module will come back online and the
CR3X0-CELL2XX will be ready for use. If the update was not successful, the data logger with
return a Firmware update failed. message in the terminal. Check to see if the data logger is
reporting that the module is back online by checking the State field under Deployment >
Cellular.

Status

State: |Netwcurk ready. |




If State shows Network ready, try this procedure again from the beginning. If State shows a
message that the firmware update is still in process, allow the process to complete before
powering down the data logger. It could take several hours to complete.

4. Remote update using
LoggerNet

This is the best method to use if using the Konect PakBus® Router service to access the
CR3X0-CELL2XX device. It is assumed that the data logger is already set up in the LoggerNet
Setup screen. If this has not been done, you will need to do so.

1. From the Connect window, click Station Status to confirm the Operating System version is
08.01 or greater. If it is not, see CR300 OS update (p. 2).

® = H ©
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2. Select the Settings Editor option from the Datalogger file menu:

Connect Screen: CR300Series (CR300Series)

File Edit View Datalogger Help

h Send Program...

Disconnect ; Retrieve Program...
) Associate Program...
Stations
=B CRI0DSerie: File Control...

Station Status...
Terminal Emulator...
Calibration Wizard...
Settings Editor...

Update Table Definitions

Manually et Datalogger Clock

station Status

e Menitoring (]

YWalue

3. Select the Cellular tab and scroll to the bottom of the screen.

The current version of the cellular module firmware is listed next to Brio Ver.

Cell Diagnostic Info

PPP State : Down
Model : ELSG1-U5
Fev . 01,000

Brio Ver : FW1,1.9
IMEI : 014739000007 283

TMET « L ME FDODOD s TR mimd

If it is greater than the version listed below, you do not need to update the module

firmware.

- CELL200: 1.1.11 or greater

- CELL205: 1.1.11 or greater

- CELL210: 2.00.101.06 or greater




4. Select the Terminal Emulator option from the Datalogger File menu on the Connect screen:

10.
11.
12.

B3 Connect Screen: CR300Series (CR300Series)

File Edit View Datalogger Help
Send Program...

Disconnect . Retrieve Program... tation Sti
. Associate Program... .
Stations Menito

m File Control...

Station Status...

- Val
| Terminal Emulatar...

Calibration Wizard...

Settings Editor...

Update Table Definitions

Manually Set Datalogger Clock
—

Click the Open Terminal button.
Press Enter until the CR300> prompt appears.

Type, in all CAPS, CELL UPDATE or CELL UPDATE FILE then press Enter. The CELLULAR
UPDATE FILE command saves a trace text file of the output on the CPU of the data logger
for later reference.

At the Are you sure? (YES/NO) question, type YES (must be all CAPS) then press Enter.

The terminal will report back that the data logger is Restarting cellular modem please wait
.... LoggerNet will disconnect.

Close the Terminal window then click Cancel in the Connect screen.

Wait up to 20 minutes for the modem firmware to update.

Repeat steps 2 and 3 of this section to confirm the module firmware update was successful.

Once the cellular module update is complete, the modem will come back online and the
CR3X0-CELL2XX is now ready to be used. If the update was unsuccessful, retry this procedure
from the beginning.

NOTE:
It could take several hours for the modem to update. If the cellular module fails the update,
the data logger will return online after several hours.
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5. CELL210 cellular-radio
firmware update

NOTE:

Only CR3X0-CELL210 data loggers need to update the cellular-radio firmware. This update
ensures that these modems will continue to be compatible with future Verizon network
software updates.

1. Get the latest version of Device Configuration Utility from the Downloads section of
https://www.campbellsci.com/devconfig.

2. Connect the computer to the data logger using a USB cable supplied with CR300 data
logger.

3. Ensure the data logger has 12 VDC power applied.

4. Start Device Configuration Utility. Select the CR300 data logger from the list of devices
presented in the Device Type field.

5. Select the appropriate Communication Port by clicking on the ... button. It should have
CR300 listed in the name. If not, install the appropriate driver by clicking on the Install USB
Driver button.

6. Click Connect.

7. Ensure the data logger has OS 09.00 or greater installed. This is shown in the OS Version
field of the Deployment > Datalogger tab. If it is not, see CR300 OS update (p. 2).

8. Select the Settings Editor tab then Cellular. The PPP Authentication Username and PPP
Authentication Password fields, must not be used. If these fields contain information, you
will need to have Campbell Scientific update your module firmware, see If you don't have
direct access to the data logger nor a copy of LoggerNet (p. 15).

11
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9.

10.

1.
12.
13.

Scroll to the Cell Diagnostic Info field. If the Rev field shows a version less than 20.00.015,
continue with the update.

Cell Diagnostic Info
PPP State : Active

: 1
[Rev : 20.00.015 I|
1o ver ; 2.00,101.06

IMEI : 356610075125324

IMSI : 311430347677469

CCID : 89143000003396111333
EUICCID =

SMS Service Center Address

Ensure the module is online by clicking the Deployment tab then Cellular. Wait until the
State field says Network ready.

Status

State: |Netwcurk ready. |

Select the Terminal tab.

Press Enter until the CR300> prompt appears.

Type, in all CAPS, CELLULAR RADIO UPDATE or CELLULAR RADIO UPDATE FILE then press
Enter. The CELLULAR RADIO UPDATE FILE command saves a trace text file of the output on
the CPU of the data logger for later reference.

Cellular Module Firmware Update 12



14. At the Are you sure? (YES/NO) question, type YES (must be all CAPS) then press Enter. The

15.

data logger will start updating the cellular-radio firmware. The update will use

approximately 300 KB of the cellular plan data. The process can take from 5 to 15 minutes.

CR300>CELLULAR RADIC UPDATE FILE

Lre you sure? (YES/HO)

CR300>YES

Starting radico firmware update
Setting up modem for master reset.
Full modem reset successful.

Cellular radio wversion:20.00.014
Eestarting modem in module update mode
Waiting for modem initialization

Brio cellular module version:2.00.101.06
Radioc status:0,0

APH command sent

APN Set.

Waiting for modem registration

Radio =status:1,0

Connect status:2,3,85

Sending radio firmware update command
Radioc firmware update command sent
Waiting for command reply

Response received

Firmware update started. Please wait

Radio firmware update command was successful.

Hotification received.
Update progress

13 %

Hotification receiwved.
Update progress

60 %

Hotification receiwved.
Update progress

100 %

Hotification received.
Flashing radic firmware . . .
Radioc firmware update time : 00:30
Radio firmware update time : 01:00
HNotification receiwved.

Radio update finished.

Radio firmware update finished.

Plea=se wait

If the update is successful, Radio update finished is displayed on the line before Radio

firmware update finished. If the update failed, Firmware update failed is displayed on the

line before Radio firmware update finished.

Cellular Module Firmware Update
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Waiting for modem registration

Radio status:0,0

Connect status failure code received. Code:3
Waiting for modem registration

Radic =statu=:0,0

Connect status failure code received. Code:3
Waiting for modem registration

Radio status:1,0

Connect status:2,3,99

Sending radio firmware update command
Radioc firmware update command sent
Waiting for command reply

Eesponse received .

Firmware update started. Please wait
Eadio firmware update command was successful.
Hotification receiwved.

Update progress

13 %

Hotification receiwved.

Update progress

65 %

Hotification receiwved.

Update progress

98 %

Hotification receiwved.

Update progress

100 %

Hotification receiwved.

Flashing radioc firmware

Radio firmware update time : 00:30
Eadio firmware update time : 01:00
Radic firmware update time : 01:30

Radioc firmware update time : 02:00
Radic firmware update time : 02:30
Radioc firmware update time : 03:00

Radio firmware update time : 03:30
Eadioc firmware update time : 04:00
Radic firmware update time : 04:30
Radic firmware update time : 05:00
Radic firmware update time : 05:30
Radioc firmware update time : 06:00
Eadioc firmware update time : 06:30
Radic firmware update time : 07:00

Radioc firmware update time : 07:30
Radic firmware update time : B:00
Radioc firmware update time : B:30

Radio firmware update time : 09:00
Eadio firmware update time : 09:30
Radic firmware update time : 10:00
Radic firmware update time : 10:30
Radic firmware update time : 11:00
Radio firmware update time : 11:30
Eadio firmware update time : 12:00
Radic firmware update time : 12:30

Radio firmware update time : 13:00
Radic firmware update time : 13:30
Radioc firmware update time : 14:00

Radioc firmware update time : 14:30

Firmware update failed.
Radioc firmware update finished.

Please wait

Cellular Module Firmware Update
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16. Repeat steps 8 and 9 of this section to confirm the module firmware update was successful.

Once the update is complete, the module will come back online and the CR3X0-CELL210 will be
ready for use. If the update was not successful, the data logger with return a Firmware update
failed. message in the terminal. Check to see if the data logger is reporting that the module is
back online by checking the State field under Deployment > Cellular.

Status

State: |Netwu:|rk ready.

Signal Quality: |-5.5

If State shows Network ready, try this procedure again from the beginning. If State shows a
message that the firmware update is still in process, allow the process to complete before
powering down the data logger. It could take several hours to complete.

6. If you don't have direct
access to the data logger nor a
copy of LoggerNet

Customers using the Konect PakBus Router Service should contact Campbell Scientific support
directly and a Support Engineer will help.

« If you use this option, please have your Konect PakBus Router connection information
available. This includes the DNS, Port, PakBus address of the data logger, and TCP
Password (if used).

« The Support Engineer will use the supplied information to update the CR3X0-CELL2XX.

« Customers will be responsible for any data plan overages associated with this update which

could also include sending a data logger operating system.
« This service is available until December 31, 2020. After 2020, a support fee will be charged.

Campbell Scientific factory firmware updates require a returned material authorization (RMA)
and completion of the “Declaration of Hazardous Material and Decontamination” form. Please
contact our customer service department to obtain an RMA and acquire the form:

Phone: (435) 227-9105

Cellular Module Firmware Update
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Email: repair@campbellsci.com

Please refer to this application note with your request. Once you have an RMA number, please
reference it on the outside of the shipping container, and ship your CR3X0-CELL2XX to Campbell
Scientific. As specified in our warranty policy, you are responsible for all costs associated with
returning the warranty repair to Campbell Scientific. After updating the data logger and modem,
we will return it to you prepaid by surface carrier to locations within the continental United States
of America. To all other locations, Campbell will return it best way CIP (Port of Entry)
INCOTERMS® 2010, prepaid.
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