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1. Introduction

The Datalogger Web Services APl isa collection of HTTP commands that can be used to query
adatalogger for its data and meta-data and to control that datalogger. This API isimplemented
by the CSI Web Server product as well as the CR1000, CR800, CR3000, and CR6 dataloggers.
This document is intended to document the various HTTP commands and formats that can be

used in thisAPI.

1.1. Commands Common Features

All of the transactions in the Datalogger Web Service API follow certain patterns. For the CSI
Web Server product, the published project that responds to a request will depend upon the path
specified inthe request URL. For instance, if | have a project published to the of t sub-directory
in the web server's home directory and a received request specified that path, the servlet that
handles that request will be associated with that published path.

For dataloggers, the path specified in the request will not matter. The datalogger will respond

the same way regardless of the path that was specified.

Every request that can be sent as a part of the Datalogger Web Services APl must contain aURL
parameter named comand that will specify the name of the operation to be performed. Every
reguest can optionally specify af or mat URL parameter that will specify the format in which

the client expects a response.

1.1.1. uri Parameter

Many reguests can specify auri parameter that can specify the path of a data source, station,
table, or variable that is effected by the request. How this parameter value is interpreted will
depend upon theweb server and the data sourcetype. Thisparameter must be formatted according

to the following syntax:

uri = source-nane |
dat a- address : = | n-address |
db- addr ess |

fil e-address |
htt p- address |
| ogger - addr ess.

dat a- address ] .

" field-name ]].

| n- addr ess = station [ ''table [
db- addr ess = table | " field-nanme ].
file-address := table | " field-nanme ].
htt p-address := table | " field-nanme ].
| ogger-address := table | " field-nanme ].
fiel d- nanme = field [ "(" subscript
{ "," subscript } ")" ].
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If any of the components of a data source URI contains a period character ('."), that character
must be escaped using a backdash ('\') in the URI. Note that this same syntax isused in RTMC
expressions to identify datafields, stations, and tables.

1.1.2. f or mat Parameter

Most commands will recognise af or nat parameter that optionally specifies the format of the
response message. The following values are recognised by most commands:

ht M Specifies the response should be formatted as HTML. If the f or mat parameter is not
specified, the format of the response will automatically be selected asHTML.

xmi Specifies that the response should be formatted as an XML document. The structure of
this document will depend upon the comrand parameter.

j son Specifies that the response should be formatted as a JSON document. The structure of
this document will depend upon the cormand parameter. This option is generally the
most useful when the response needs to be parsed by a machine.

1.2. Authentication

1.2.1..

Because most HTTP transactions take place over a publicly available TCP interface and can
expose control services particularly, it is necessary to secure access to the web server. The
datalogger web services APl usesBasic Access Authentication (see http://en.wikipedia.org/wiki/
Basic_access authentication) in order to control access. In addition to this, it is possible to use
the APl using HTTPS. In addition to this, it may be possible to use Digest Access Authentication
(seehttp://en.wikipedia.org/Digest_access authentication) with minimal changesto the services.

csi passwd File

Authentication access information will be encoded in a. csi passwd that will be stored on
the web server. The dataloggers will maintain this file on their CPU: storage device. The CSI
Web Server application will maintain aroot password file but will also allow individual projects
published to the web server (in sub-directories) to beused. The. csi passwd fileisvery similar
tothe. ht access filesused by Apache web servers. The. csi passwd fileisatext file that
must conform to the following format:

csipasswd := realm"\r\n" { account "\r\n" }.
account = account-nane ":" encrypted- passwd
[ ":" access-level ].
access-level := ("0" [ "1" | "2" | "3").
realm Specifies the string that the browser will use to identify the site when
it presents the logon dialogue.
account - nane Specifies the user's account name.
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encrypt ed- passwd Specifies the password associated with the account encrypted using
the CSI signature based encryption.

access- | evel An encoded integer that identifies that user's access level. With the
exception of value zero, these accesslevel sshould correspond with the
access levels assigned by datalogger security. The following values
are defined:

0 All accessdenied

1 All access allowed

2 Setvariablesallowed
3 Read-only access

. csi passwd files can be created on the datalogger usingthe Edit . csi passwd Fil e
button that can be found in the Device Configuration Utility's Depl oyment /Net wor k
Ser vi ces panel for dataloggers. It can be edited for the CSl web server using the CSI Web
Admin utility.

If the client sends a request that does not contain authentication parameters in its header, the
server will default to whatever security level is assigned to the anonynous account. This
account can be disabled by assigning an access level of zero or removing that account.

If aclient sendsan HTTP request that does not contain authentication parametersin its header or
the authentication parameters are invalid (or reference a disabled account), the web server will
respond with an HTTP response code of 401 Aut hori zati on Requi r ed.

1.2.2. Using Bearer Authorisation and Access Tokens

Starting with version 1.07 of the CSlI Web Server and also with newer datal oggers, aweb client
can also choose to use Bear er type authentication in the Aut hori zati on HTTP header
followed by a an access token that can be obtained using the services described in Section 2.7,
“Commands Associated with Access Tokens’. An access token is an opague string that is
generated by the web server using client-provided user credentials. This accesstoken can be sent
by the client in the HTTP header of arequest similar to the following:

Aut hori zation: Bearer eyJhbGeci G Ai SFMyNTYi LCJ0eXAi O Ai Sl dUl nO.
eyJpYXQ O AxXNj AyNTYLOTKkWLCJI eHAI G AxXN Ay
NTYSNTKkwWLCJ1c2VWyl j ogl npvbi | sl nFj Y2Vzcyl 6
| DF9. 8WiGn3t nLFSI t Li Xt f 5gHVR] OHp39Q DLHI
8Dsyr 12Y

Note that the line breaks were introduced for readability on the page. The access token sent in
the actual request would be formatted all on the same line in the header.

Theformat of thisbearer tokenisJWT (JSON Web Token) and isdescribed in RFC 7519 [https://
tools.ietf.org/html/rfc7519]. It consists of aheader, body, and signature that are all Base64 URL
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encoded and separated by periods. To theweb client, thesetokens can betreated as opaque strings
that are provided as authorisation for one or more HTTP requests. To the web server, the token
header and body contains information including user identification that has been signed by the
web server in such away that the token cannot be changed without invalidating the digest at the
end of the token which the server will use to validate the token.

A client first obtains an access token by invoking the server's Get AccessToken command
(see Section 2.7.1, “CGet AccessToken Command”). If this request succeeds, the server will
return a JSON structure that provides an access_t oken and r ef resh_t oken properties
aaswell as propertiesthat report the expiration interval for both of these properties. Theclient can
persist these tokens by storing a copy of this structure in local storage. Thefirst request to obtain
these tokens requiresthat the client provide user credential s (user name and password) in order to
generatethefirst set of tokens. Once thistransaction succeeds, the client can refresh accesstokens
by periodically posting ther ef r esh_t oken intheRef r eshAccessToken command (see
Section 2.7.2, “Ref r eshAccessToken Command”). The response to this request will also
be a JSON structure that will contain newly issued access and refresh tokens.
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2. Datalogger Web Services API
Commands

The commands and responses in the Datalogger Web Services API can be divided up into the
following categories:

e Section 2.1, “Data Collection Related Commands’

» Section 2.2, “Browse Server Symbols’

e Section 2.3, “Control (Set Variable)”

» Section 2.4, “ Station/Server Time Related Commands’
» Section 2.5, “Files Related Commands’

e Section 2.6, “ Alarms Related Commands’
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2.1. Data Collection Related Commands

A client can collect data from the web server by specifying Dat aQuer y as the value for the
command parameter in the URI. The client must provide other parameters that will specify the
datato be returned, starting positions, order options, and format.

2.1.1. Dat aQuer y Command

In order to successfully send a Dat aQuer y command, the client must authenticate with an
account that has a minimum access level of r ead- onl y.

The Dat aQuer y command supports the following URI parameters:

command

node

Must be set to a value of Dat aQuer y in order to specify that the request is
adata query command.

Specifiesthe address of the datato be returned. Thisparameter must reference
either atable or adatafield value. It must conform to the syntax described in
Section 1.1.1, “ur i Parameter”.

Specifies the nature of the data query. The following values are supported:

nost - r ecent

since-tine

si nce-record

dat e- range

backfill

Specifies that up to the number specified by p1 of most
recent records logged in the table should be returned.

Specifies adl of the records logged since the time stamp
specified in p1 should be returned.

Specifies that all records with a record number greater
than or equal to the value specified in pl should be
returned. If that record number isnot present in thetable,
data should returned starting with the oldest record in
the table. Starting with CSI Web Server version 1.0.50,
the p2 parameter can optionally specify a start time
stamp as well. This feature will provide the server more
information to choose the starting point in the case of
data file and database data sources where the record
number can be repeated.

Specifies that all data contained in the half-open time
interval specified by thepl1 and p2 parameterswhich are
interpreted as time stamps. Records will be returned that
have atime stamp greater than or equal to thetime stamp
specified by p1 and less than the time stamp specified

by p2.

Specifiesthat all recordsstarting with thefirst record that
has atime stamp greater than or equal to the time stamp
of the newest record less the time interval specified by
p1 in seconds.
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pl

p2

f or mat

Specifiesqualifying information based upon thevalue of thenode parameter.
The interpretation of this parameter varies as follows:

nost - r ecent Specifies the maximum number of records to return.

si nce-record Specifies the record number at which the server should

start sending records.

since-tine, Specifies the starting record time stamp. The first record
dat e-range that has atime stamp that is greater than or equal to this

value will be selected as the starting point.

backfill Specifies atime interval in units of seconds that should

be subtracted from the time stamp of the newest table
record in order to find the starting record.

Specifies further qualifying information for some values of the node
parameter. The interpretation of this parameter varies as follows:

dat e-range Specifies the ending time stamp of the half-open time

interval. Therecordsreturned will have atime stamp less
than thisvalue.

si nce-record Optionaly specifiesastarting time stamp to be used with

data sources, such as data files and databases, that have
the possibility of having duplicate record numbers.

All others This parameter will be ignored for any other value of

node.

Optionally specifies the expected format of the server response. If this
parameter is not specified, a value of ht M will be assumed by the server.
The following values are supported:

ht m

j son

Specifies that the data will be formatted as an HTML table and that
the Cont ent Type field of the HTTP response must be set to
text/htm .

Specifies that the data will be returned in a JSON structure
that conforms to the CsiJSON format (see chapter 9 of
http://engsoft.campbellsci.com/protocols/csi_file_formats.pdf). The
server must specify theCont ent Type fieldinthe HT TP response
asappl i cation/json.

When thej son format is specified, there are certain features which
become available:

» The server may choose to break up the response into multiple
gueries. It will indicate whether there are more records available
using the nor e member in the CsiJSON response structure.
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next pol |

transacti on

headsi g

refresh

 The server will send a table definition signature in the
head. si gnat ur e of the CsiJSON response. If the client sends
this signature in headsi g parameter of the next request and
this signature matches the server's, the server will not include
the head. envi ronnment or head. fi el ds members of the
response.

t oa5 Specifiesthat the data should be returned as comma-separated values
with an extended header. The return format must conform to that
specified in chapter 7 of http://engosoft.campbellsci.com/protocol s/
cs_file formats.pdf. The server must specify the Cont ent Type
field of the HTTPresponse ast ext / csv.

tobl Specifiesthat the data should be returned as binary with a comma:
separated header. The format of the response content must conform
to that specified in chapter 12 of http://engsoft.campbellsci.com/
protocols/cs_file formats.pdf. The Cont ent Type field of the
HTTP response must be set to bi nar y/ oct et - st r eam

xmi Specifies that the data should be formatted as an XML structure as
described in chapter 8 of http://engsoft.campbellsci.com/protocols/
cs_file formatspdf. The Content Type field of the HTTP
response must be set toavalueof t ext / xm .

Optionally specifies the time interval, in seconds, in the future at which the
web client expectsto repeat this query. This parameter will be ignored by the
datalogger but it will be used by the CSI web server to cache the associated
data source request if it can be cached. If this parameter is not specified or it
is specified with a value of OxFFFFFFFF (the default), the data source will
not be cached.

Optionally specifies the transaction number that the server will use to set
the t ransacti on identifier in the CSlJson format when the f or mat
parameter issettoj son. Thisisuseful inside of aweb client in keeping track
of responses to various pending requests. This parameter will be ignored for
any other value of thef or mat parameter.

Optionally specifies a data header signature returned from a previous request
formatted as j son. If the value of this parameter matches the web server's
value, the web server will not includetheenvi r onnment orfi el ds fields
in the response data structure. This parameter will be ignored for any other
value of thef or mat parameter. The server will return the expected valuein
thehead. si gnat ur e member of any CSlJson response.

Optionally specifies the minimum interval, in seconds, at which the table
specified by ur i should bepolled for LoggerNet datasources. Thisparameter
will be ignored by the datalogger and will also be ignored by the CSI Web
Server for tables that are not from LoggerNet sources. If this parameter is
specified and the table identified is associated with a LoggerNet source, the
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web server will perform selective manual polls for the table at the specified

interval.

or der Specifies the order in which the records should be reported in the response
from the CSI Web Server. This parameter isignored by the datalogger. The

following values are defined:

real -tine

col l ected

| ogged-wi t h- hol es

| ogged-wi t hout - hol es

2.1.2. Dat aQuer y Response

Specifies that the server will skip over
historic records in favour of most recently
logged records.

Specifiesthat the records should be returned
in the order in which they were collected
by LoggerNet. This order can differ from
logged order when one-way or data advise
data collection is used in conjunction with
hole collection.

Specifies that the data should be reported
in the order in which it was logged by the
datalogger. If there are holes that have not
yet been collected by LoggerNet, newer data
will not be returned until those holes have
been collected or they are deemed no longer
collectible by LoggerNet.

Specifies that the data should be reported
in the order in which it was logged by the
datalogger. If there are uncollected holes,
those records will be skipped in favour of
more recent records.

Theformat of the response aswell the Cont ent Type field of the HTTP response will depend
upon thevalue of thef or mat parameter inthe HTTP request. Since one of the reasonsfor using
the Dat aQuer y command is to be able to store the data into a file, the server must specify
the Cont ent - Di sposi ti on field in the response header. An example of this would be as

follows;

Cont ent - Di sposi tion: fil ename=0OneDay. | son

2.1.3. Dat aQuer y Command Examples

Wewill present examples of commands and responsesin various formats for the same data. Note
that the URL examples have been broken up to fit on the printed page. If used, the URL must

appear al on oneline.
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2.1.3.1. HTML Format Example

The following URL will produce an HTML format output:

http://jtrauntvei n- npw engsoft ?2comand=Dat aQuer y&
uri =l ocal host: cr 1000. one_day. t enp_degf avgé&
node=nost - r ecent &

pl=1&

f or mat =ht ni

This command will produce the following output from the CSlI Web Server:

<! DOCTYPE HTM.>

<ht M > <head>

<title>Tabl e Display</title>

</ head>

<body>

<h1>Tabl e Nane: one_day</hl>
<tabl e border="1">

<tr>

<th nowrap='1">Tinme Stanp</th>
<th nowr ap='1">Record</th>

<th nowrap='1">tenp_degf Avg</th>
</[tr>

<tr>

<td nowap='1'>2014-11-25 00: 00: 00</t d>
<t d>69</t d>

<td now ap='1'>72. 40345</td>
</[tr>

</tabl e>

</ body>

</htm >

2.1.3.2. JSON Format Example

The following URL can produce an output in JSON:

http://jtrauntvei n- npw engsoft 2comand=Dat aQuer y&
uri =l ocal host: cr 1000. one_day. t enp_degf avgé&
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node=nost -r ecent &
pl=1&
f or mat =j son

Thiswill produce the following output:

{
"head": {

"transaction": O,

"sighature": 64455,

"envi ronment ": {
"station_nane": "crl1000",
“"tabl e nane": "one_day"

¥

"fields": [

{
"nane": "tenp_degf Avg",
"type": "xsd:float",
"units": "DegF",
"process": "Avg",
"settabl e": fal se
}
]
¥
"data": [
{
"no": 69,
"time": "2014-11-25T00: 00: 00",
"val s": [ 72.40345 ]
}
1.
" mor e" fal se
}

We can condense the output from the server by specifying the header signature in the URL.:

http://jtrauntvei n- npw engsoft 2comand=Dat aQuer y&
uri =l ocal host: cr 1000. one_day. t enp_degf avgé&

node=nost -r ecent &
pl=1&
f or mat =j son&
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headsi g=64455

This URL will generate the following response:

{

"head": {
"transaction": O,
"signature": 64455

}

"data": |

{
"no": 69,
"time": "2014-11-25T00: 00: 00",
"val s": [ 72.40345 ]
}
1.

"nore": false

Page 14




CSl Datalogger Web Service API

2.2. Browse Server Symbols

Symbols represent meta-data or information about the data that is available on the server. The
Br owseSynbol s command can be used to get lists of symbols: data sources, stations, tables,
and fields available on the server.

2.2.1. BrowseSynbol s Command

TheBr owseSynbol s command can be used to obtain alist of child symbolsto the symbol that
isidentified in the optional ur i parameter. This command requires a minimum access level of
r ead- onl y tosucceed. If aclient authorises with an account that does not have at least r ead-

onl y permission, the server must respond with a401 Aut hori zati on Requiredinits
HTTP response. The Br owseSynbol s command supports the following parameters:

command Br owseSynbol s must be specified in order to browse symbols.

uri Optionally specifies the identifier for the parent symbol for which the response
should list children. This value must conform to the syntax specified in
Section 1.1.1, “ur i Parameter”.

f or mat Optionally specifies the format of the response. If not specified, the format will
default to ht m . Supported valuesinclude ht mi , xmm , andj son.

2.2.2. BrowseSynbol s Response

The format of the response will depend upon the value of the f or mat parameter of the
Br owseSynbol s command. Regardlessof theformat, however, thefollowing information will
be returned for each symbol:

uri Specifiestheuniqueidentifier for the child symbol. Thisvauemust conform
to the syntax described in Section 1.1.1, “uri Parameter”. If the client
specifiesaur i valuefor asymbol that does not exist, the server must return
an empty list of child symbols.

name Specifiesthe name of the symbol. Thiscould be adatasource name, astation
name, atable name, or afield name.

type Specifies a numeric code for the type of symbol being represented. The
following values are defined:

1 LoggerNet Data Source
2 DataFile Data Source
3 Database Data Source
9 HTTP Data Source

4 LoggerNet Station

5 LoggerNet Statistics Broker
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2.2.2.1.

6 Table
7 Array
8 Scaar

i s_enabl ed Specifies aboolean value that istrue if the symbol is enabled for scheduled
collection. This applies mostly to LoggerNet data sources.

i s_read_only Specifiesaboolean value that is set to true if the symbol is considered to
be read-only. A value of false will indicate that the symbol value can be
changed using the Set Val ueEx command.

can_expand Specifies a boolean value if this symbol represents something that can be
expanded with another Br owseSynbol s request.

HTML Response Format

If thef or mat parameter of theBr owseSynbol s commandissettoht ml oritisnot specified,
the symbolswill be output in an HTML table structure with one row per symbol. The following
is an example of an output:

<! DOCTYPE HTM.>

<ht M > <head>

<titl e>BrowseSynbol s Response</title>
</ head>

<body>
<h1>Br owseSynbol s Response</ hl>

<t abl e border="1">
<tr>
<t h>nane</t h>
<t h>uri </t h>
<t h>type</th>
<t h>i s_enabl ed</t h>
<th>i s _read_onl y</th>
<t h>can_expand</t h>
</[tr>
<tr>
<t d>CR1000</t d>
<t d>| ocal host : CR1000</ t d>
<t d>4</td>
<t d>true</td>
<t d>true</td>
<t d>true</td>
</[tr>
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<tr>
<td> Statistics </td>
<td>l ocal host: Statistics </td>
<t d>5</t d>
<t d>true</td>
<td>true</td>
<td>true</td>

</[tr>

</t abl e>

</ body></ htm >

2.2.2.2. XML Response Format

If thef or mat parameter tothe Br owseSynbol s commandissettoavalueof xni , the output
will be formatted as an XML data structure with a Br owseSynbol sResponse root element
and each child of that root representing a child symbol. The symbol attributeswill be represented
with XML attributes. The following is an example XML output:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Br owseSynhbol sResponse>
<synmbol can_expand="true"
i s_enabl ed="true"
is read only="true"
nane="CR1000"
type="4"
uri ="1 ocal host : CR1000" />
<synmbol can_expand="true"
i s_enabl ed="true"
is read only="true"

name="__Statistics__"
type:ll 5"
uri ="l ocal host: Statistics_ " />

</ Br owseSynbol sResponse>

2.2.2.3. JSON Response Format

If the f or mat parameter of the Br owseSynbol s command is set to a value of j son, the
output will be structured as an object that contains an array of child objects named synbol s.
Each child object in that array will represent a child symbol. The following is an example JSON
output:
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{

"CR1000",
"] ocal host : CR1000",
4,

"is_enabl ed": true,
"is_read_only": true,
"can_expand": true

" Statistics ",

"l ocal host: Statistics

35,

"is_enabl ed": true,
"is_read_only": true,
"can_expand": true

"synbol s":
{
"name" :
uri "
"type":
}
{
"name" :
uri "
"type":
}
]
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2.3. Control (Set Variable)

The Set Val ueEx command can be used to set the value of a variable on the server.
Dataloggers aso support an older Set Val ue command but that version does not recognise
HTTP authorisation or other URL parameters. In order to use the Set Val ueEx command,
the client must authenticate using an account with at least r ead/ wri t e privileges assigned.
If the authorisation account does not have this privilege, the server must respond with 401
Aut hori zati on Required.

2.3.1. Set Val ueEx Command

The Set Val ueEx command is used to set the value of avariable identified by ur i parameter
and to return the result. Since this command has the effect of changing the data being reported,
it should be performed using the POST HTTP method. This command recogni ses the following
parameters:

command Theconmand parameter must be set to avalue of Set Val ueEx.

uri Identifiesthe value that should be set. This URI must identify achangeable variable
in order for this transaction to succeed. This value must conform to the syntax
described in Section 1.1.1, “ur i Parameter”.

val ue Specifies a string that represents the value to be set.

f or mat Specifies the expected format of the response. This can be one of ht m , xni , or
j son. If this parameter is not specified, it will default to ht ni .

2.3.2. Set Val ueEx Response

Regardless of the value of the f or mat parameter, there are certain fields that will be returned.
These fields are as follows:

out cone Specifies a numeric code that identifies the outcome of the transaction. The
following values are defined:

0. An unrecognised failure occurred.

The variable was set (success)

The data source connection failed.

LoggerNet logon failed (LoggerNet sources only)
Blocked by LoggerNet security (LoggerNet sources only)
The column is read-only

Invalid table name specified

Invalid column name specified

© N oo 00 &~ W N BB

Invalid column data type
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9. Invalid column subscript

10.Datalogger communication failed

11.Datalogger communication is disabled (LoggerNet sources only)
12 Blocked by datalogger security

13.Invalid LoggerNet table definitions

14.Invalid LoggerNet device name

15.Invalid web client authorisation

descri ption Specifiesatext description of the outcome code.

2.3.2.1. HTML Response Format

The HTML response will be formatted as a table where each field is represented on a separate

row. An example of thisformat follows:

<! DOCTYPE HTM.>
<ht M > <head>

<titl e>Set Val ueExResponse</title>
</ head>

<body>
<h1>Set Val ueExResponse</ h1>

<t abl e>
<tr>
<t d>out cone</t d>
<td>1</td>
</[tr>
<tr>
<t d>descri pti on</t d>
<t d>The vari abl e was set</td>
</[tr>
</t abl e>

</ body> </ htni >

2.3.2.2. XML Response Format

The XML response format will consist of a single root element with the response parameters

formatted as XML attributes. The following specifies an example of this format:
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<Set Val ueExResponse descri pti on="The vari abl e was set"
out cone="1" />

2.3.2.3. JSON Response Format

The JSON response format will consist of an object with a out cone and descri ption
member. The following is an example of this format:

{

"out cone": 1,
"description": "The variable was set"

}

2.3.3. CheckAut hori zati on Command

The CheckAut hori zati on command can be used by the client to get the access level
that the server has assigned for the provided authorisation parameters. Unlike other web AP
commands, this command requires that the authorisation be specified in the HTTP header. If
there is no authorisation, the server must respond with 401 Aut hori zati on Requi r ed.
The command recognises the following parameters:

command The conmand parameter must be set to avalue of CheckAut hori zat i on.

uri Optionally identifies the station for which the authorisation value should be
checked. Thisvalue must conform to the syntax describedin Section1.1.1, “ur i
Parameter”. If this parameter isomitted, the server will evaluate the client'slocal
access.

f or mat Specifies the expected format of the response. This can be one of ht m |, xm
j son, or ht m . If this parameter is not specified, the default will beht ni .

anonynous Specifies a boolean value (t r ue or f al se) that, if set, will return the access
level associated with the anonynobus account.

2.3.4. CheckAut hori zat i on Response

Regardless of the value of the f or mat parameter, the response will always contain an access
level entitled aut hor i zat i on. Thisvalue will have the following values:

0. No access allowed
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2.3.4.1.

2.3.4.2.

2.3.4.3.

1. All access allowed
2. Read/Write access allowed
3. Read-Only access allowed

99.An error occurred in determining access level

HTML Response Format

The response to the Check Aut hor i zat i on command will be formatted as HTML when the
f or mat parameter is set to ht m or when the f or mat parameter is not set. An example of
this format follows:

<htm >
<head>
<titl| e>CheckAut hori zati onResponse</title>
</ head>
<body>
<h1>CheckAut hori zat i onResponse</ hl1>
<t abl e>
<tr>
<t d>aut hori zati on</t d>
<td>1</td>
</[tr>
</t abl e>
</ body>
</htm >

JSON Response Format

Theresponseto the Check Aut hor i zat i on command will be formatted asa JSON document
when thef or mat parameter isset toj son. An example of thisformat follows:

{
}

“aut hori zation": 1

XML Response Format

TheresponsetotheCheck Aut hor i zat i on commandwill beformatted asan XML document
when thef or mat parameter is set to xm . An example of this format follows:
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<CheckAut hori zati onResponse aut hori zati on="1"/>
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2.4. Station/Server Time Related Commands

2.4.1. Cl ockCheck

Command

The d ockCheck command can be used to read the clock from the web server, a LoggerNet
server through a LoggerNet data source, or a datalogger. This command reguires a minimum
access level of read-onl y and should be accessed using the HTTP GET method. If the
user's account does not have r ead- onl y privileges, the server must respond with a 401
Aut hori zati on Requi red HTTP response.

The d ockCheck command recognises the following URI parameters.

command This parameter must be set to C ockCheck.

uri Optionally specifies the data source URI for the data source or station to check. If
this parameter is not specified, the web server system time will be returned. This
value must conform to the syntax specified in Section 1.1.1, “ur i Parameter”.

f or mat Optionally specifies the expected format of the response. This can be one of ht ni
(the default if not specified), xm , orj son.

2.4.2. Cl ockCheck

Response

The response to the Cl ockCheck command will be as an HTML document, and XML
document, or a JSON document depending upon the value of the f or mat parameter of the
command URI. Regardless of the format, the response will have the following parameters:

out come Specifies a numeric code that describes the outcome of the command. The
following values are defined:

1

2.

8.

0.

The clock was checked.

The clock was set (LoggerNet may combine anew clock check transaction
with an existing clock set transaction).

The LoggerNet session failed.

Invalid LoggerNet logon.

Blocked by LoggerNet security.

Communication with the specified station failed.
Communication with the specified station is disabled.
Blocked by datalogger security.

Invalid LoggerNet station name.

10.The LoggerNet deviceis busy.
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2.4.2.1.

2.4.2.2.

11.The value specified by ur i does not reference an object that has a clock.

time Specifies the current value of the server or datalogger real-time clock. This
parameter will only be present if the value of out cone is set to one or two.

description Specifiesatext description of the out core parameter.
HTML Response Format
Whenthef or mat optionissettoht m orisnot specified, the responsewill bein theform of an

HTML table where each response field is on its own row. The following example demonstrates
this format:

<htmd >

<head>

<title></title>

</ head>

<body>

<t abl e border="1">

<tr>

<t d>out cone</t d><t d>1</t d>

</[tr>

<tr>
<td>tine</td><td>2014-11-26T12: 39: 23. 252</t d>
</[tr>

<tr>

<t d>descri pti on</td><t d>The cl ock was checked</t d>
</[tr>

</t abl e>

</ body>

</htm >

XML Response Format

Whenthef or mat parameter issetto XML, theresponsewill beformatted asan XML document
with asingle root element named Cl ockCheckResponse and with each parameter specified
as an attribute. The following example demonstrates this format:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<C ockCheckResponse descri ption="The cl ock was checked"
out cone="1"
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time="2014-11-26T12: 44: 25. 629" />

2.4.2.3. JSON response Format

Whenthef or mat parameterissettoj son, theresponsewill beformatted asa JSON document
with asingleabject that has members named for each response parameter. Thefollowing example
demonstrates this format:

{
“outconme": 1,
"tinme": "2014-11-26T12:49: 11. 879",
"description": "The cl ock was checked"
}

2.4.3. Cl ockSet Command

The C ockSet command can be used to adjust the real time clock of a datalogger. This
command requires a minimum of r ead/ wri t e access. If the command is attempted using a
lower authorisation, the server must respond witha401 Aut hori zati on Requi red HTTP
response. The command recognises the following URL parameters:

command Thevalue of conmand must be Cl ockSet in order to set the clock.

uri Specifiesthe datasource URI that identifiesthe datal ogger that should haveitsclock
set. Thisparameter isrequired for LoggerNet or HT TP data sources. The datalogger
will ignorethis parameter when acting astheweb server. Thevalue of thisparameter
must conform to the syntax specified in Section 1.1.1, “ur i Parameter”.

time Specifiesthe new valuefor thedatal ogger real time clock. Thisparameter isoptional
when the CSI Web Server is acting as the web server but is required when the
datalogger is acting as the web server. If this parameter is not set, the CSI Web
Server will use the host clock to determine the new datalogger time.

f or mat Optionally specifies the expected format of the response. This can be one of ht ni
(the default when this parameter is not specified), xm , or j son.

2.4.4. C ockSet Response

The response to the Cl ockSet command can be formatted as an HTML document, an XML
document, or aJSON document depending upon thevalue of thef or mat parameter. Regardless
of the format, all responses will have the following parameters:

out cone Specifies a code that represents the outcome of the command. The following
values are defined:
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24.4.1.

1. The clock was set.
2. The connection to LoggerNet failed.
3. Invalid LoggerNet logon.
4. Blocked by LoggerNet security.
5. Communication with the datal ogger failed.
6. Communication with the datalogger is disabled.
7. Blocked by datalogger security.
8. Aninvaiduri parameter was specified.
9. LoggerNet is busy with the station.
time Specifies the value of the datalogger real time clock before it was set.

descri ption Specifiesatext description of the out cone code.

HTML Response Format

A response is sent as an HTML document when the value of the f or nat parameter is set to
ht m or that parameter is not specified. The output will be structured in an HTML table where
each response parameter is on its own row. The following example demonstrates this format:

<htm >

<head>
<title></titl e>
</ head>
<body>
<t abl e border="1">
<tr>
<t d>out come</t d><t d>1</t d>
</[tr>
<tr>
<td>ti ne</td><td>2014-11-26 14: 21: 43. 28</td>
</[tr>
<tr>
<t d>descri ption</td><t d>The cl ock was set</td>
</[tr>
</t abl e>
</ body>
</htm >
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2.4.4.2. XML Response Format

2.4.43.

A response is sent as an XML document when the f or mat parameter is set to xmi . This
document has a root element named Cl ockSet Response and each response parameter is
formatted as an attribute. The following example demonstrates this format:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Cl ockSet Response descri ption="The cl ock was set"
out cone="1"
time="2014-11-26T14: 23:11. 79" />

JSON Response Format

A response is sent as a JSON document when the f or mat parameter is set to j son. This
document is formatted as a JSON object with the response parameters being represented as
members to this object. The following example demonstrates this format:

{
"out cone": 1,
“time": "2014-11-26T14:27:32.73",
"description": "The cl ock was set"
}
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2.5. Files Related Commands

2.5.1. Newest Fi | e Command

Both LoggerNet and dataloggers are able to manage collections of accumulated files, such as
cameraimages. Thesefilesmight have been stored by the datalogger onitsUSR: or CRD: drives
or they might have been retrieved by LoggerNet. Asthese file accumulate, it is difficult for the
client to keep track the file names. The Newest Fi | e command can be used to retrieve the
newest inaseriesof filesusing awild card expression. Thiscommand requires aminimum access
level of r ead- onl y. If the request authorisation maps to alower access level, the server must
respond witha401 Aut hori zati on Requi red HTTP response.

The Newest Fi | e command recognises the following parameters:
command Must be specified asNewest Fi | e.

expr Specifies the complete path and wild card expression for the desired set of files.
An appropriate value for the datalogger would be CRD: * . j pg which would pick
the newest file on the card device with the JPG extension. If the web server is
the CSl Web Server, the directory specified must be in the set allowed in the site
configuration file (. sour ces. xm ). This policy exists as a security measure in
order to prevent the remote client from being able to access any file system on the
host machine.

uri Optionally specifies a data source URI that identifies a datalogger or HTTP data
source. Thisparameter isignored by when the datal ogger isacting astheweb server.
If this parameter is omitted or is specified as an empty string, the expr will be
applied on the host computer's file system. This value must conform to the syntax
specified in Section 1.1.1, “ur i Parameter”.

2.5.2. Newest Fi | e Response

If amatching file is found, the web server will transmit the contents of that file as the content
of the response. The web server should set the Cont ent  Type parameter of the HTTP
response header to match the MIME type associated with the file extension. It should also set
the Cont ent - Di sposi t i on parameter in the HTTP response header to match the name of
the file that was selected. If no matching file is found, the web server must send a404 Not

Found HTTP response.

25.3.ListFi | es Command

TheLi st Fi | es command provides the client with the means of obtaining alist of file names
and other meta-data in or below the web server's working directory. It can also be used with
the CSI Web Server to get alist of files on the file system of a datalogger accessed through
a LoggerNet source. This command requires an access level of r ead- onl y or higher. If the
client'saccesslevel islower thanthis, theweb server must respondwitha40 Aut hori zati on
Requi r ed HTTP response. The path specified in the HTTP request must specify the directory
to be enumerated. The Li st Fi | es command recognises the following parameters:
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command Must be specified asLi st Fi |l es

f or mat Optionally specifies the expected format of the response. Must beone of ht m  (the
default if this parameter is not specified), xmi , or j son.

uri Optionally specifiesthe data source URI for a station accessed through aL oggerNet
data source. If this parameter is not specified, the web server will return the list
fromits own file system.

2.5.4.Li stFil es Response

2.5.4.1.

Depending upon the value of the f or mat parameter of the Li st Fi | es command, the web
server will respond with the files list formatted as an HTML document, and XML document,
or as a JSON document. Regardless of the format, the following parameters will be described
for each file or directory:

pat h

is dir

si ze

last_wite

run_now

run_on_power _up

read-only

paused

Specifies the path of the file or directory relative to the URL path.

Specifiesabooleanflag that isset to avalue of trueif the path references
adirectory.

Specifiesan integer that givesthe size of afilein bytes or the free space
if the entry isfor adirectory.

Specifies the date and time when the file or directory was last written
or updated.

Specifies a boolean flag that indicates whether the file is a datalogger
marked to be the current datalogger program. The CSI Web Server will
set this value to false when listing files from its own directory.

Specifies a boolean flag that indicates whether the file is a datalogger
program marked as the program to run on power up. The CSI Web
Server will set this value to false when listing files from its own
directory.

Specifies a boolean flag that indicates that the file is read-only.
Specifies a boolean flag that indicates whether the file is a datalogger

program that isin apaused state. The CSI Web Server will set thisvalue
to false when listing files from its own directory.

The web server should not report any file, such as. sour ces. xnl and . csi passwd that
beginswith aperiod. Thesefiles should be considered to be protected and should not be returned
if the client attempts to retrieve them either.

HTML Response Format

The response will be formatted as an HTML document when the value of the f or mat request
parameterissettoht m or when that parameter isnot specified. The document will be structured
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as an HTML table where each row of the table represents afile or directory. The following is
an example of thisformat:

<htnd >

<head>
<title>ListFiles Response</title>
</ head>

<body>

<h1>
Li stFi |l es Response
</ hl>

<t abl e border="1">

<tr>

<t d>

<b>

Pat h

</ b>

</t d><t d>
<b>

Is Directory
</ b>

</t d><t d>
<b>

Si ze

</ b>

</t d><t d>
<b>

Last Wite
</ b>

</t d><t d>
<pb>

Run Now
</ b>

</t d><t d>
<b>

Run On Power Up
</ b>

</t d><t d>
<pb>

Read Only
</ b>

</t d><t d>
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2.5.4.2.

<b>
Paused
</ b>
</td>
</[tr>

<tr>

<t d>CPU: </t d>

<td>true</td>

<t d>80384</t d>

<t d>2014-12-01 10: 35: 30. 325</td>
<t d>fal se</td>

<t d>f al se</td>

<t d>f al se</td>

<t d>fal se</td>

</[tr>

<tr>

<t d>CPU: | i ght s-web. cr 1</t d>
<t d>fal se</td>
<td>17921</td>

<t d>2014- 09- 16 09: 36: 04</td>
<td>true</td>

<td>true</td>

<t d>f al se</td>

<t d>f al se</td>

</[tr>

</t abl e>

</ body>

</htn >

XML Response Format

The response will be formatted as an XML document when the value of the f or mat
request parameter is set to xml . The root element of this document will be named
Li st Fi | esResponse and each child element will describe afile or directory. Thefollowing
isan example of thisformat:

<Li st Fi | esResponse>
<file is_dir="true"
| ast _write="2014-12-01T10: 40: 37. 444"
pat h="CPU: "
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paused="f al se"
read_onl y="fal se"
run_now="fal se"
run_on_power _up="fal se"
si ze="80384" />

<file is_dir="fal se"
| ast write="2014-09-16T09: 36: 04"
pat h="CPU: | i ght s-web. cr 1"
paused="f al se"
read_onl y="fal se"
run_now="true"
run_on_power _up="true"
size="17921" />

</ Li st Fi | esResponse>

2.5.4.3. JSON Response Format

Theresponse will be formatted asaJSON document when the value of thef or mat parameter is
set to avalue of j son. The document will be structured as an object containing an array named
fil es. Each element of that array will be an object that describes the file or directory. The
following is an example of this format:

{
"files": [
{
"is dir": true,
"nanme": "CPU. ",
"size": 80384,

"last write": "2014-12-01T10: 45: 05. 038",
"run_now': false,

"run_on_power up": fal se,

"read_only": false,

"paused": fal se

)i -

{
"is dir": false,
"name": "CPU:lights-web.cril",
"size": 17921,
"last _write": "2014-09-16T09: 36: 04",
"run_now': true,
"run_on_power _up": true,
"read_only": false,
"paused": fal se

}
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2.5.5. Sending a File using PUT

An HTTP client can send afile to the web server using the HTTP PUT method. The name and
path of the file to be transmitted must be specified in the URL path. In order for the request to
succeed, the request must authorise with an accesslevel of al | . If the client accesslevel isless
than this, the server must respond witha401 Aut hori zati on Requi r ed HTTPresponse.

2.5.6. SendFi | e Command

The SendFi | e command is used to request that the web server send the file with contentsin
the message body to the datalogger identified by theur i parameter. Thiscommand is supported
only in the CSl web serve version 1.05.00.04 and newer. In order for this command to succeed,
the client must have an access level of al | . If the client's assigned access level is lower, then
the server must respond witha401 Aut hori zati on Requi r ed HTTP response.

The only data source types that the SendFi | e command can be expected to work with are the
LoggerNet data source and the HTTP data source.

The SendFi | e command requires the following parameters.

comrand Thecomrand parameter must be set to SendFi | e.

uri Specifies the data source URI that identifies the datalogger to which the file will
be sent. For an HTTP data source, this will be the name of the data source. For
L ogggerNet data sources, this must include the data source name and the LoggerNet

station name.

pat h Specifies the device and file name used by the datalogger to store the file. This
parameter must conform to the following syntax:

pat h = drive ":" file-nane.
drive = "CPU' | "USR' | "CRD' | "USB".
file-nane := string.

f or mat Optionally specifies the format of the server response. If this parameter is not
specified, avalue of ht m will be assumed by the server. Supported valuesinclude
htm ,j son,andxn .

2.5.7. SendFi | e Response

Depending uponthevaueof thef or mat parameter of theSendFi | e command, theweb server
will format the responseasan HTML document, aJSON document, or asan XML document with
appropriate Cont ent - Type header values. Regardless of the format, the following parameters
will be given in the response:
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out cone Specifies a code that represents the outcome of the command. The following
values are defined:

0

1

10

11

12

An unrecognised error condition occurred while sending the file.
The file was successfully sent.

The connection to the data source failed.

Invalid logon parameters were specified for the data source.

Theuri parameter did not identify a station that supports the send file
operation.

Blocked by LoggerNet server security.

Communication with the station failed while sending the file.
Communication to the station is disabled.

Aninvalid file name was specified in the command pat h parameter.
The datalogger does not have resources available to store the file.
Blocked by datalogger security.

The datalogger drive root directory isfull.

Aninvalid uri was specified or auri was specified to a data source
that does not support the file send operation.

descri ption Specifiesatext description of the out cone parameter.
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2.5.8. Fil eControl Command

The Fi | eCont r ol command allows the client to perform certain operations on files on a
datalogger. In order for this command to succeed, the client must have an access level of al | .
If the client has a lower access level, the server must respond with 401 Aut hori zati on
Requi r ed HTTPrequest. TheFi | eCont r ol command recognisesthefollowing parameters:

command Theconmand parameter must besetto Fi | eCont r ol .

uri

action

Specifies a data source URI that identifies the station on which the file control
operation should take place. This parameter is required by the CSl web server
(version 1.05 and newer) and must be associated with either an HTTP or a
LoggerNet data source.

Specifies the file control action that should take place. The following values are
supported:

1. Compile and run the program specified by f i | e and mark it as the program to
run on power-up.

2. Mark the program specified by f i | e asthe program to run on power-up.

Mark the file specified by f i | e as hidden.

Ea

Delete thefile specified by fi | e.
5. Format the device specifiedby fi | e.

6. Compile and run the program specified by f i | e and preserve existing data if
possible.

7. Stop the currently running program.
8. Stop the currently running program and del ete any associated datafiles.
9. Perform afull memory reset.

10.Compile and run the program specified by f i | e but do not change the run on
power-up program.

11.Pause the execution of the currently running program.
12 Resume the execution of the currently running program.

13.Stop the currently running program, del ete any associated data, compile and run
the program specified by f i | e and mark it as the program to run on power up.

14.Stop the currently running program, delete any associated data, compile and
run the program specified by f i | e without affecting the program to be run on
power-up.

15.Movethefile specified by f i | e2 to the name and location specified by fi | e.
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16.Movethefile specified by f i | e2 to the name and location specified by fi | e,
stop the currently running program, delete its associated data, and compile and
run the program specified by f i | e while marking it to run on power-up.

17.Movethefile specified by f i | e2 to the name and location specified by fi | e,
stop the currently running program, delete its associated data, and compile and
run the program specified by fi | e without changing the program to run on
power up.

18.Copy thefile specified by f i | €2 to the name and location specified by fi | e.

19.Copy thefile specified by f i | e2 to the name and location specified by fi | e,
compile and run the program specified by f i | e, and set it to run on power-up.

20.Copy thefile specified by f i | e2 to the name and location specified by fi | e,
stop the currently running program, delete any of its associated data, and compile
and run the program specified by f i | e without affecting the program that will
run on power-up.

file Specifies the first parameter for the file control operation. This parameter must be
specified when the value of actionissettol, 2, 3,4, 5, 6, 10, 13, 14, 15, 16,
17,18, 19, and 20.

file2 Specifies the second parameter for the file control operation. This parameter must
be specified when the value of act i on isequal to 15, 16, 17, 18, 19, and 20.

f or mat Optionally specifies the expected format of the response. This can be one of ht ni
(the default if this parameter is not specified), xim , andj son.

2.5.9. Fi | eCont rol Response

The format of the response to the Fi | eCont r ol command depends upon the optional
f or mat parameter in the HTTP request. The format can either be formatted as an HTML
table with each response parameter on its own row, an XML document with a root name of
Fi | eCont r ol Response and the response parameters specified as attributes, or as a JSON
document with each response parameter formatted as its own member.

If the datalogger must reset as a result of the file control operation that was specified, it must
transmit the complete HTTP response before doing so.

The following parameters must be included in the response:

out come Specifies the outcome of the operation. The following values are defined:
-1 Anunrecognised error condition was identified.
0  The operation was completed successfully.
1  Permission denied by the datalogger

2 Invalid logon parameters specified.
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3 The connection to the datal ogger failed.
4 Aninvalid station URI was specified.
5  File Control is not supported.
6  Permission denied by the LoggerNet server.
7  Communication with the datal ogger failed.
8  Communication with the datalogger is disabled.
9 Insufficient resources on the datalogger.
10 The LoggerNet server has the datalogger locked.
11 Thedatalogger root directory isfull.
12 Thedatalogger is busy with thefile.
13 Aninvalid value was specifiedforfil eorfil e2
14 Thedatalogger driveis busy.
19 Anunsupported value was specified for act i on.
20 Thefile system directory isfull.
hol dof f Specifies an interval in seconds for which the web client should not

attempt to communicate with the datalogger. If a value of zero is specified,
communication can resume immediately. This parameter is needed because
the datalogger will reset for many of the file control actions and it can be
unresponsive for possibly tens of seconds.

description Specifiesatext description of the code specified by out cone.
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2.6. Alarms Related Commands

Starting with CSI Web Server version 1.02, it is now possible to publish projects that contains
alarm. These alarms are described to the web server in the . sour ces. xni file read by the
web server which also describes the data sources and allowed directories for that project. These
alarms can be used to generate aderts via e-mail, send files via FTP, forward derived variable
valuesto other data sources, or to simply flag exceptional conditionsto web clients. When alarms
are published to the CSlI Web Server, that server becomes responsible for monitoring the data,
apply any logic, and carrying out any actions associated with an alarm condition. The web server
provides commands that allow the client to monitor the state of published alarms and, optionally

acknowledge these alarms.

The commands described in this section are not supported by datalogger web servers.

2.6.1. CheckAl ar mCommand

The Check Al ar mcommand can be used to check the status of one of the alarms published to
the web server. It can also be used to optionally acknowledge a triggered alarm. The command
requires a minimum access level of r ead- onl y but will require a minimum access level of
read/ writ e when theacknowl edge parameter is set to true. If the request specifies less
access than the required level, the web server must respond with a401 Aut hori zati on

Requi r ed HTTP response.
The Check Al ar mcommand recognises the following parameters:

comand Must be set to avalue of CheckAl ar m

nane Specifiesthe name or unique ID for the alarm. If an alarm name
isused, thereisachancethat multiple alarms might usethe same
name. In that case, the alarm affected will be the first declared

with that name.

f or mat Optionally specifies the expected format of the response.
This parameter can be specified as ht M (the default if this

parameter is not specified), xm , orj son.

acknow edge Optionally specifieswhether the alarm should be acknowledged
if itisinasignaled state. If this parameter is not specified or is

set to false, the state of the alarm will not be changed.

acknow edge_conment s Optionaly specifies the comments that will be logged when
the aarm is acknowledged. This is generaly supplied by
the user. This parameter will be ignored unless the value of

acknow edge isset totrue.

2.6.2. CheckAl ar mResponse

If the client specifies an identifier or name for an alarm that is not defined for the web server, it
will respond withan 404 Not Found HTTP response. Otherwise, the format of the response

will depend upon the value of thef or mat command parameter.
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2.6.2.1.

Regardless of the format specified, the response will contain the following parameters:

namne

id

val ue

val ue_type

state

| ast _error

triggered_condition_nane

actions_pendi ng

| ast _action_error

HTML Response Format

Specifies the name (user assigned) for the alarm.

Specifies the unique generated identifier for this alarm.
Typicaly, thisis a GUID that gets generated by RTMC
when the alarm is created.

Specifies the value that was last evaluated by the alarm's
source expression.

Specifies a data type for the val ue parameter.
This can be one of xsd: stri ng, xsd: doubl e, or
xsd: bool ean.

Specifies the current state of the alarm. This value can be
one of the following:

on One of the alarm's conditions has
been asserted and the alarm has not
been acknowledged by any client.

of f None of the alarm’'s conditions are
triggered and there is no need for
acknowledgement.

acknowl edged One of the alarm’'s conditions is
still asserted but the alarm has been
acknowledged.

Specifies the last error that the aarm reported for its
source expression. This value will be an empty string if
there isno error condition.

Specifies the name of the alarm's currently triggered
condition. This value will be empty if the alarm is not
triggered.

Specifiesthe number of actionsthat are currently pending
for thisalarm.

Specifies an error string that describes any error for the
last action. If the last action succeeded, this value will be
an empty string.

If thevalueof f or mat isnot specified or isspecified asht m , the response will beformatted as
an HTML document which contains atable for which each row specifies a response parameter.
The following shows an example of this response:
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<htnd >

<head>
<title></titl e>
</ head>

<body>

<h1>
CheckAl ar mResponse
</ hl>

<t abl e border="1">

<tr>
<t d>
<tt>
name
</tt>
</td><td>Basic Al arnx/td>
</[tr>

<tr>

<t d>

<tt>

id

</tt>

</ t d><t d>650f 7b8d- b670- 4433- 8ccc- 2b7b95882f Oc</t d>
</[tr>

<tr>
<t d>
<tt>
val ue
</[tt>
</ td><t d>73. 55914</t d>
</[tr>

<tr>

<td><tt>val ue_type</tt></td>
<t d>xsd: doubl e</ t d>

</[tr>

<tr>
<t d>
<tt>
state
</[tt>
</td><td>of f</td>
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</[tr>

<tr>

<t d>

<tt>

| ast _error
</tt>
</td>

<t d>
</td>
</[tr>

<tr>

<td>

<tt>
triggered_condition_nane
</[tt>

</[td><td></td>

</[tr>

<tr>
<t d>
<tt>
acti ons_pendi ng
</tt>
</ td><td>0</td>
</[tr>

<tr>

<t d>

<tt>

| ast _action_error
</[tt>
</td><td></td>
</[tr>

<tr>

</[tr>

</t abl e>

</ body>

</htn >
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2.6.2.2. XML Response Format

The response to the Check Al ar mcommand will be formatted as an XML document when
the value of format is set to xm . The root element if this document will be named
CheckAl ar nResponse and each of the response parameters will be represented as a child
element. The following is an example of this format:

"nanme": "Basic Al arnt,

“id": "650f 7b8d- b670- 4433- 8ccc-2b7b95882f 0c",
"val ue": "73.55914",

"val ue_type": "xsd: doubl e",

"state": "off",

"l ast _error": "",

"triggered_condition_name": "",
"actions_pendi ng": O,

"l ast _action_error": ""

2.6.3. Li st Al ar rs Command

TheLi st Al ar ms command can be used to get obtain alist of all alarmsdefined for asite. This
command does not change the state of any of these alarms. The minimum access level required
for this command is r ead- onl y. If a client does not have this access, the web server must
respond witha401 Autori zati on Required HTTP response.

ThelLi st Al ar s command recognises the following parameters:
command Thisvalue must besettoLi st Al ar is.

f or mat Optionally specifies the format of the response. Can be one of ht m (the default if
this parameter is not specified), xm , andj son.

2.6.4. Li st Al ar ns Response

Theformat of theLi st Al ar ns response will depend upon the value of thef or mat parameter
specified in the command. The parameters specified for each alarm will correspond with thosein
the Check Al ar mresponse (see Section 2.6.2, “Check Al ar mResponse”). Regardless of the
format, each alarm that is defined for the site will have the following parameters:

nane Specifies the user assigned name for the aarm.
This value can be used to identify an aam
in the CheckAl arm command (see Section 2.6.1,
“CheckAl ar mCommand”) but is not guaranteed to be
unique.
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2.6.4.1.

id

val ue

val ue_type

state

| ast _error

triggered_condition_nane

acti ons_pendi ng

| ast _action_error

HTML Response Format

Specifies a unique identifier for this alarm. Thisvalueis
typically specified asa GUID.

Specifiesthe current value of the alarm source expression.

Specifies the data type for the val ue parameter. This
value can be one of xsd: doubl e, xsd: stri ng, or
xsd: bool ean.

Specifies the current state of the alarm. This value can be
one of the following:

on One of the darm's conditions has
been asserted and the alarm has not
been acknowledged by any client.

of f None of the alarm's conditions are
triggered and there is no need for
acknowledgement.

acknowl edged One of the alarm’'s conditions is
still asserted but the alarm has been
acknowledged.

Specifies the last error that the alarm reported for its
source expression. This value will be an empty string if
there isno error condition.

Specifies the name of the alarm's currently triggered
condition. This value will be empty if the alarm is not
triggered.

Specifiesthe number of actionsthat are currently pending
for thisaarm.

Specifies an error string that describes any error for the
last action. If the last action succeeded, this value will be
an empty string.

TheresponsetotheLi st Al ar ms command will be formatted when the value of the f or nat
parameter is set to ht M or when that value is not present. The HTML document will be
formatted as a table with each alarm occupying one row and each alarm parameter occupying
one column. The following example demonstrates this format:

<! DOCTYPE HTM. PUBLIC "-//1ETF/ [/ DTD HTM.// EN'>

<htnd >

<head>
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<title></titl e>
</ head>

<body>

<h1>
Li st Al ar meResponse
</ hl>

<t abl e border="1">

<tr>

<t h>

<b>

nane

</ b>

</t h><t h>

<b>

id

</ b>

</t h><t h>

<b>

val ue

</ b>

</th>

<t h><b>val ue_t ype</ b></t h>
<t h>

<b>

state

</ b>

</th>

<t h><b>| ast _error</b></th>
<t h>

<b>
triggered_condition_nane
</ b>

</t h><t h>

<b>

acti ons_pendi ng
</ b>

</t h><t h>

<b>

| ast _action_error
</ b>

</th>

</[tr>

<tr>
<t d>Basi ¢ Al ar nk/ t d><t d>ef 579b87- 66b1- 4d95- 82b7- acala3e32d9e</td
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2.6.4.2.

2.6.4.3.

<t d>73. 55914</t d>
<t d>xsd: doubl e</t d>
<td>of f</td>
<td></td>

<td></td>

<t d>0</t d>
<td></td>

</[tr>

</t abl e>
</ body>

</htn >

XML Response Format

The response is formatted as an XML document when the value of the f or mat parameter is
set to xm . The root element of this document is named Li st Al ar nsResponse. Each of
the defined alarms is represented by an al ar mchild element and the alarm attributes will be
represented as child elements to the al ar melement. The following example demonstrates this
format:

<Li st Al ar reResponse>
<al ar n»
<nane>Basi ¢ Al ar nx/ nane>
<i d>ef 579b87- 66b1- 4d95- 82b7- acala3e32d9e</i d>
<val ue>73. 55914</ val ue>
<val ue_t ype>xsd: doubl e</ val ue_t ype>
<st at e>of f </ st at e>
<l ast_error/>
<triggered_condi tion_nane/>
<acti ons_pendi ng>0</ acti ons_pendi ng>
<l ast _action_error/>
</ al ar >
</ Li st Al ar nsResponse>

JSON Format Response

The response is formatted as a JISON document when the value of the f or mat parameter is
set to j son. This document is structured as an object that contains a single array property
caled al ar ms. Each defined alarm is listed as an object in this array. The following example
demonstrates this format:
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{

"alarns": [

{

"name": "Basic Al arnt,

"id": "ef579b87-66b1-4d95-82b7-acala3e32d9e",
"val ue": "73.55914",

"state": "off",

“last _error": "",

"val ue_type": "xsd:doubl e",
“triggered_condition_nanme": "",
"actions_pending": O,
"l ast _action_error":
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2.7. Commands Associated with Access Tokens

This section describes commands that can be used by the client to obtain an access token that
can be used with Bear er type authorisation instead of having to provide the user name and
password for Basi ¢ authorisation.

2.7.1. Get AccessToken Command

Thiscommand can be used by the client to request that the server generate apair of accesstokens
that can be used to authorise HTTP requests.

The Get AccessToken command recognises the following parameters:
conmand Must be set to avalue of Get AccessToken.

scope Optionally specifies the scope of the requested tokens. If specified with a value of
of f _Ii ne, the server will return a refresh token with no set expiration date that
can be used at any time to get a new set of access tokens. This feature is useful
for clients that shouldn't store user credentials but need periodic access to server
resources.

This command must be sent using the POST method and must also specify aCont ent - Type
of appl i cati on/j son. The content must be a JSON formatted structure that contains the
following properties.

grant _t ype (string) Must specify avaue of passwor d
credenti al s (object) Must specify an object with the following properties:
user nanme (string) Specifies the name of the account
to use for generating the access
token.
passwor d (string) Specifies the password associated

with the user account.

2.7.2. RefreshAccessToken Command

Thiscommand can be used by the client to obtain anew set of accesstokensfrom the server using
arefresh token that was returned by an earlier request. This command recognises the following
parameters:

command Must be set to avalue of Ref r eshAccessToken

The request must be sent using HTTP POST and the request content must be JSON document
that has the following properties:

ref resh_t oken (string) Specifiestherefresh token that was obtained using aprevious
Get AccessToken or Ref r eshAccessToken request.
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2.7.3. Get AccessToken and Ref r eshAccessToken Response

The server must respond to the Get AccessToken or Ref r eshAccessToken command
with a JISON document in its content. If the attempt to get the access token fails, the server will
respond withan HTTP error (500) and the response body will bea JSON document that describes
the circumstance of the failure. A successful response must have the following properties:

access_t oken (string)

expi res_i n (number)

t oken_t ype (string)

access_| evel (number)

refresh_expires_in
(number)

refresh_t oken (string)

Specifies the access token that the client must use to
authorise future requests.

Specifies the interval in seconds during which the server
will accept the access token between the time that it was
issued and the time that it will expire.

Must be set to avalue of Bear er

Specifies the access level assigned to the account at the
timethat the accesstoken was generated. This can be used
by the client to determine what parts of the Ul should be
disabled based upon access.

Specifies the interval in seconds from the time that the
refresh token was generated for which the server will
accept the refresh token. If set to a value of zero, the
generated refresh token is an off-line token and can be
used at any time to refresh both tokens.

Specifies the token that must be passed with
the RefreshAccessToken (see Section 2.7.2,
“RefreshAccessToken Command’) in order to
obtain new access and refresh tokens.
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3. Using Web Sockets
3.1. Introduction to Web Sockets

Starting with version 1.04 of the CSI Web Server, it is possible for the client to monitor data and
alarms using Web Sockets. Web Sockets is a protocol related to HTTP that allows aweb client
and server to asynchronously exchange messages on astream. The definition of the Web Sockets
protocol can be found at http://tools.ietf.org/html/rfc6455. It starts out with an HTTP request
with an upgrade specification. Once the server generates an appropriate response, the client and
the server can send binary or text messages at any time. The content of these messagesis up to
the "sub-protocol” that is negotiated between the server and the client during the HT TP upgrade.

The web socket starts when the client sends an HTTP request similar to this example:

CGET /engsoft HITP/ 1.1

Host: server. exanpl e. com

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://exanple.com

Sec- WebSocket - Prot ocol : com canpbel | sci . webdat a
Sec- WebSocket - Ver si on: 13

The web server must respond to this request appropriately as follows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connecti on: Upgr ade

Sec- WebSocket - Accept: s3pPLMBI Txa@@kYGzzhZRbK+x Qo=
Sec- WebSocket - Prot ocol : com canpbel | sci . webdat a

3.2. Web Sockets Implementation Details

In order to fit in with the other servicesin the datal ogger web API, use of Web Sockets will have
the following features:

* Older web servers will assume that al command messages received on a web socket will
have read-only access requirements. Newer web serverswill assign an access level to the web
socket at thetime of its creation based upon the accesslevel granted to the Aut hor i zat i on
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field of the upgrade header. A client can change that authorisation in these newer versions by
sending al ogon command message (see Section 3.3.7, “Logon Command”).

» The path specified in the request URI will specify the path to a published site.

» All messages passed to or from the server will be text and will be formatted as JSON
documents.
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3.3. Messages Passed Over Web Sockets

The following messages can be sent on an established web socket:

Section 3.3.1, “AddRequest s Command”

Section 3.3.2, “Request St art ed Notification”
Section 3.3.4, “Request Fai | ed Natification”
Section 3.3.3, “Request Recor ds Natification”
Section 3.3.5, “RenbveRequest s Command”
Section 3.3.6, “Al ar nChanged Notification”

Section 3.3.7, “Logon Command”

Section 3.3.8, “LogonAck Message”

Section 3.3.9, “St art Ter ni nal Command Message”

Section 3.3.10, “Ter m nal Dat a Message”
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3.3.1. AddRequest s Command

The AddRequest s command is sent from the client to the server to add one or more data
source requests for that client. The message is formatted as a JSON document that is structured
as an object that contains an array of request objects. The parameters of these request objects
are similar to those specified by the Dat aQuer y command (see Section 2.1.1, “Dat aQuer y
Command”).

Any requests specified in this message will be appended to requests that have already been
started. The client must provide auniquet r ansact i on parameter for each new request. The
web server will track all of the requests that have been added by the client and report any data
using the Request Recor ds notification message (see Section 3.3.3, “Request Recor ds
Notification”). These requests must maintain until one of the following happens:

» The client closes the request using the RenbveRequest s message (see Section 3.3.5,
“RemoveRequest s Command”).

» The request fails. The server must notify the client of this using the Request Fai | ed
notification message (see Section 3.3.4, “Request Fai | ed Notification”).

» Theweb socket is closed or broken.
The AddRequest s message recognises the following parameters.
nmessage  This member must be set asa string to AddRequest

requests Specifies an array that contains one or more data source request objects. Each
request will be a JISON object that contains the following fields:

uri Specifiesthe datasource URI for the datato be monitored. This
must reference either atable or afield in a table. This value
must conform to the syntax described in Section 1.1.1, “ur i
Parameter”.

node Specifiesthe nature of the dataquery. Thefollowing valuesare
supported:

nost - recent Specifies that up to the number specified
by p1 of most recent recordslogged inthe
table should be returned.

since-tine Specifies al of the records logged since
the time stamp specified in p1 should be
returned.

since-record Specifies that all records with a record
number greater than or equal to the value
specified in pl should be returned. If
that record number is not present in the
table, data should returned starting with
the oldest record in the table.
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transaction

pl

p2

dat e-range

backfill

Specifies that al data contained in
the half-open time interval specified by
the pl and p2 parameters which are
interpreted as time stamps. Records will
be returned that have atime stamp greater
than or equal to the time stamp specified
by pl and less than the time stamp
specified by p2.

Specifies that all records starting with
the first record that has a time stamp
greater than or equal to the time stamp of
the newest record less the time interval
specified by p1 in seconds.

Specifies a transaction number that will uniquely identify this
reguest in messages sent on this web socket connection.

Specifies qualifying information based upon the value of the
node parameter. Theinterpretation of this parameter varies as

follows:

nost -r ecent

si nce-record

since-timne,
dat e-range

backfill

Specifies the maximum number of
records to return.

Specifies the record number at which the
server should start sending records.

Specifies the starting record time stamp.
Thefirst record that has atime stamp that
is greater than or equal to this value will
be selected as the starting point.

Specifies a time interval in units of
secondsthat should be subtracted fromthe
time stamp of the newest table record in
order to find the starting record.

Specifiesfurther qualifying information for some values of the
node parameter. Theinterpretation of this parameter varies as

follows:

dat e-range

si nce-record

Specifies the ending time stamp of the
half-open time interval. The records
returned will have atime stamp less than
thisvalue.

Optionally specifies a starting time stamp
to be used with data sources, such as
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or der

refresh

data files and databases, that have the
possibility of having duplicate record

numbers.

All others

This parameter will be ignored for any

other value of node.

Specifies the order in which the records should be reported
in the response from the CSI Web Server. This parameter is
ignored by the datalogger. The following values are defined:

real -tine

col l ected

| ogged-wi t h-hol es

| ogged-w t hout - hol es

Specifies that the server will
skip over historic records
in favour of most recently
logged records.

Specifies that the records
should be returned in the
order in which they were
collected by LoggerNet. This
order can differ from logged
order when one-way or data
advise data collection is used
in conjunction with hole
collection.

Specifies that the data should
be reported in the order
in which it was logged
by the datalogger. If there
are holes that have not yet
been collected by LoggerNet,
newer data will not be
returned until those holes
have been collected or
they are deemed no longer
collectible by LoggerNet.

Specifies that the data should
be reported in the order
in which it was logged
by the datalogger. If there
are uncollected holes, those
records will be skipped
in favour of more recent
records.

Optionally specifiesthe mininuminterval, in seconds, at which
the web server should poll the table specified by the uri
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parameter. This parameter will be ignored by for any data

source type except LoggerNet sources.

For each request in the set specified in the AddRequest s message, the server will send
either a Request St art ed (see Section 3.3.2, “Request St art ed Notification”) or a

Request Fai | ed (see Section 3.3.4, “Request Fai | ed Notification”) message.

3.3.1.1. AddRequest s Example

The following shows an example of the AddRequest s message format where a single request

backfilled by an interval of one day is being added:

"uri": "l ocal host:cr000. one_hour.tenp_degf avg",

{
"message": "AddRequests",
"requests": |
{
"mode": "backfill",
"transaction": 1,
"pl": 86400,
"order": "collected"
}
]
}
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3.3.2. Request St ar t ed Notification

3.3.2.1.

The Request St ar t ed notification is a message sent by the server to the client when a data
source reguest has been reported as started. This message will be formatted as a JSON object
that specifies the request transaction number as well as the CSlJson header for that request. The
format of this message follows:

message Must be set to Request St ar t ed.

transacti on Specifiesthevalueof thet r ansact i on that wasgivenintheoriginal client
request.

head Specifiesthe CSlJson header for the data that will be returned for the request.

The complete header will be specified here while the truncated header will
be provided with the Request Recor ds notification (see Section 3.3.3,
“Request Recor ds Notification”).

Request St art ed Example

An example of this format follows:

{

"message": "Request Started',
"transaction": 1,
"head": {
"transaction": 1,
"signature": 64455,
"“environment": {
"station_nane": "cr1000",
"tabl e nane": "one_hour"
1
"fields": [
{
"nanme": "tenp_degf_avg",
"type": "xsd:float",
"units": "DegF",
"process": "Avg",
"settable": false
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3.3.3.

Request Recor ds Notification

The Request Recor ds message is sent by the server to the client to report records for a
reguest. The datawill be reported using the CSlJson format. Since the compl ete header will have
already been reported in the Request St ar t ed notification message, this format will contain
the truncated header. The parameters sent for this message include the following:

nmessage Must be set to avalue of Request Recor ds

transaction Specifies the request transaction number that was specified in the
Section 3.3.1, “AddRequest s Command” message.

records Specifies the data to be reported formatted as a CSl Json object.

An example of thisformat follows:

{ "nmessage": "RequestRecords",
"transaction": 5,
"records": {
"head": {

"transaction": b5,
"signature": 44130

}
"data": |
{
"no": 23302,
"time": "2015-08-24T07: 10: 00",
"val s": [ 12.85, 32, 68.14, 7.131, 0, O,
1725. 3, 1729.3, "C', 4, "HzZ",
"Haze" ]
}
],
"nmore": true
}
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3.3.4. Request Fai | ed Notification

The Request Fai | ed notification is a message sent by the server to the client when a data
source request failure has been reported. The message will be formatted as a JISON object that
specifies the request transaction number and any available information about the failure. The
parameters for this message follow:

transacti on Specifies the client assigned transaction that was specified in the
AddRequest s command message.

failure Specifies a numeric code that identifies the type of failure. This can be one
of the following values.

0. An unrecognised failure condition has occurred.

1. Aninvalid data source name was specified.

2. The data source connection failed.

3. Invalid LoggerNet logon parameters.

4. Aninvalid station name was specified.

5. Aninvalid table name was specified.

6. Blocked by LoggerNet security.

7. Aninvalid node or unsupported start option was specified.
8. Aninvalid order option was specified.

9. Thetable was deleted.

10.The station was shut down.

11.Unsupported operation was attempted.

12 Aninvalid column name was specified.
13.Aninvalid array address was specified.

14 Aninvaidtransact i on parameter was specified.

description Specifiesatext description of thef ai | ur e code.
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3.3.5. RenoveRequest s Command

The RenpbveRequest s command is sent from the client to the server to remove one or
more requests that have already been started. The following parameters are recognised for this
command:

nessage Must be set to avalue of RenoveRequest s.

transacti ons Specifies an array of transaction numbers. These number must match the
values specified when the AddRequest s command message was sent (see
Section 3.3.1, “AddRequest s Command”).

3.3.5.1. RenoveRequest s Example

{

"message": "RenbveRequests",
"transactions": [ 1 ]

3.3.6. Al ar nChanged Notification

The Al ar nChanged notification is sent by the server to the client to report that the state of
an alarm has changed. One of these messages will be sent by the server when the web socket is
first created and one message will be sent each time that the state of an alarm has changed. The
message is formatted as a JISON object and will have the following parameters:

nessage This value must be specified as Al ar nChanged.

narme Specifies the user assigned name for the aarm.
This value can be used to identify an aarm
in the CheckAl arm command (see Section 2.6.1,
“CheckAl ar mCommand”) but is not guaranteed to be
unique.

id Specifies a unique identifier for this alarm. Thisvalueis
typically specified asa GUID.

val ue Specifiesthe current value of the alarm source expression.
val ue_type Specifies the data type for the val ue parameter. This
value can be one of xsd: doubl e, xsd: stri ng, or

xsd: bool ean.

state Specifies the current state of the alarm. This value can be
one of the following:
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| ast _error

triggered_condition_nane

acti ons_pendi ng

| ast _action_error

on

of f

acknow edged

One of the alarm's conditions has
been asserted and the alarm has not
been acknowledged by any client.

None of the alarm's conditions are
triggered and there is no need for
acknowledgement.

One of the aarm's conditions is
still asserted but the darm has been
acknowledged.

Specifies the last error that the alarm reported for its
source expression. This value will be an empty string if
there isno error condition.

Specifies the name

of the alarm's currently triggered

condition. This value will be empty if the alarm is not

triggered.

for thisalarm.

Specifiesthe number of actionsthat are currently pending

Specifies an error string that describes any error for the

last action. If the last action succeeded, this value will be

an empty string.

3.3.6.1. Al ar nChanged Example

The following fragment demonstrates the message format of the Al ar nChanged message:

"nane" :
n i dll :
"val ue":

"state":

"message":
"Basic Al arni,
" 650f 7b8d- b670- 4433- 8ccc- 2b7b95882f Oc",

"val ue_type":

" Al ar nChanged",

"73.55914",
"xsd: doubl e",
"of f",

"l ast_error": ,
"triggered_condition_nane": ,
"actions_pendi ng":
"l ast _action_error":

0,
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3.3.7. Logon Command

Requests that a new authorisation level be given to this web socket session. The web server
will assign the initial level for the session based upon the access level derived from the logon
parametersgivenintheAut hori zat i on HTTP header field of the HT TP upgrade request that
started the web socket.

The server must respond to this message with the LogonAck message (see Section 3.3.8,
“LogonAck Message’) message. This message isformatted asaJSON document that will have
the following parameters:

nmessage This value must be specified as| ogon.

transacti on  Specifiesatoken that must be repeated in the acknowledgement message to
help the client identify the response.

user _nare Specifies the user name associated with the account that should be used.
password Specifies the password associated with the account that should be used.

access_token Specifies the access token returned by the Get AccessToken and
Ref reshAccessToken commands (see Section 2.7, “Commands
Associated with Access Tokens”). Thisvalue can be specified instead of the
user name and password.

An example of this format follows:

{ "message": "l ogon",
"transaction": 1,
"user _nanme": "l eoni das",
"password": "sparta"

}

3.3.8. LogonAck Message

The server will send this message in response to the Logon command message (see
Section 3.3.7, “Logon Command”). This message will report the access level that the server has
assigned to the web socket session. The format of this message follows:

nessage This value must be specified asLogonAck.

transacti on Specifiesthetransacti on token that the client specified in the Logon
message.

access Specifiesthe accesslevel that isnow assigned to the web socket session. This
value must be one of the following:

Page 63



CSl Datalogger Web Service API

2

3

Indicates that all access is denied. This can happen if the the client
specified anon-existent account, the password was wrong, or an account

was referenced that is disabled.
All access allowed
Read/write access allowed

Read-only access allowed

The following is an example of this message format:

"message":

"LogonAck",

"transaction": 1,

"access":

1
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3.3.9. Start Term nal Command Message

This command message is sent by the client to request that a terminal session be started on the
web socket. This message will provide a transaction token that will be used to identify all future
terminal messagesfor thissession. It will alsoidentify the URI for the station with which terminal
1/0O should be conducted.

In order to perform terminal 1/0 with a station, a client must first send this message to request
the resource from the server. If the web socket session has the requisite permission (likely full
access) and the transaction parameters check out, the web server will respond with an initial
Ter i nal Dat a message (see Section 3.3.10, “Ter m nal Dat a Message”) that will indicate
whether the session could begin. Thereafter, the client can send the Ter mi nal Dat a message
when it has data to transmit and the server will also send the Ter mi nal Dat a message when it
has data to transmit. Either side will be able to cancel the terminal session by either closing the
host web socket or by sending aTer ni nal Dat a message with the appropriate close code.

nmessage Must be set to avalue of St art Ter mi nal .

transacti on Specifiesthe transaction token that will identify all future terminal I/O with
the specified station.

station_uri Specifiesthe data source URI that identifies the station with which terminal
I/0O will be conducted. This parameter will be ignored by a datalogger acting
asaweb server.

Thefollowing isan exampleof aSt art Ter mi nal command:

{
"message": "StartTerm nal ",
"transaction": 1,
"station_ uri": "In:cré"

}

3.3.10. Ter m nal Dat a Message

This message can be sent by either the client or the server once a terminal session has been
started with the St ar t Ter m nal command message (see Section 3.3.9, “St art Ter mi nal
Command Message”). It will convey any datathat isto be moved to or from the terminal aswell
as the state of the terminal session. The following describes the format of this message:

nmessage Must be set to avalue of Ter ni nal Dat a.

transacti on Specifiesthetransacti on property that the client first specified in the
Start Ter m nal message.

st at us Specifies the current status if the terminal session. This must be one of the
following values:
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bi nary

cont ent

. The session is still active.

. Sent by the server to indicate that the web socket session does not have

permission to keep the session going.

. Sent by the server when the client sendsa Ter m nal St art command

that usesat r ansact i on token that is already in use on the web socket
session.

. Sent by the server to indicate that aterminal sessionisalready in progress

with the station specified inthe St ar t Ter m nal command.

. Sent by the server to indicate that the station does not exist or has been

deleted.

. Sent by the client or the server to indicate that the terminal session must

end.

Optional property that can be set to true to indicate that the content of this
messageisbinary and therefore encoded as base64. If this property isomitted,
the receiver will assume that the content is UTF-8 encoded text.

Specifies the data that is to be sent or has been received from the datal ogger.
This field can be empty if this message is sent to convey status data. This
string will be interpreted as UTF-8 encoded unicode text if the bi nary
property is set to false or omitted. If the bi nar y property is set to true, this
string will be decoded as BASE64 encoded binary.

The following example showsa Ter m nal Dat a message received from a datal ogger:

“Ter m nal Dat a",

"transaction": 1,

{
"message":
"status":
"bi nary":
"content":
}

1,
fal se,

"\ r\ nCR6>"
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A. Log of Changes to This Document
Version 1.00.11 - 22 April 2021 (Jon Trauntvein)

Added commands to obtain or refresh access tokens and added the ability to use access tokens
as authorisation in API requests and also in the | ogon websocket command (see ?72.

22 November 2017

| have added a description of the CheckAut horization (see Section 2.3.3,
“CheckAut hori zat i on Command”) command.

20 April 2017 (Jon Trauntvein)

* | have added a style sheet asnd profile for compiling this document for customer consumption.

23 September 2016 (Jon Trauntvein)

* | have added new web socket messages to deal with logging in (see Section 3.3.7,
“Logon Command” and Section 3.3.8, “LogonAck Message’) as well as termina
services (see Section 3.3.9, “St art Ter mi nal Command Message” and Section 3.3.10,
“Ter m nal Dat a Message”).

31 May 2016 (Jon Trauntvein

* | haveadded new response codesthefile control response (see Section 2.5.9, “Fi | eCont r ol
Response”).

12 May 2016 (Jon Trauntvein)

| have added a new HTTP command to send files to the datalogger via the CSl web server
(see Section 2.5.6, “SendFi | e Command”).

» | have added a new optional parameter, uri, for the Fi | eCont rol command (see
Section 2.5.8, “Fi | eCont r ol Command”).

26 August 2015 (Jon Trauntvein)

* | have corrected the web socket service that should be reported and requested
from com canpbel | sci .| ogger-web to com canpbel | sci . web-data. See
Section 3.1, “Introduction to Web Sockets’.

* | haveadded aparameter that was missingintheweb socketsRequest Recor ds notification
(see Section 3.3.3, “Request Recor ds Notification”). Thet r ansact i on fieldsis now
described.
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* | have added an example of the Request Recor ds web socket message (see Section 3.3.3,
“Request Recor ds Notification”).

8 December 2014 (Jon Trauntvein)

* | have added a section that writes about the proposed web sockets extensions.

2 December 2014 (Jon Trauntvein)

* | have rewritten the API document so that a PDF can be generated in order to make it easier
to share.

* | have removed much of the text from the original document that dealt with proposals.
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